DEEP  THINKERS 

Top-tier  businesses  are  reaping  huge  rewards  from  data  analytics, 
Here's  what  you  might  he  missing. 
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ITS  YOUR  DAY 
CREATE  SOMETHING 
POWERFUL. 

Where  could  you  take  your  business  if  you  had  fewer  daily  distractions?  It's  time  to 
find  out.  With  CenturyLink  as  your  trusted  technology  partner,  you  get  access  to  a 
global  broadband  network,  custom  communications  solutions  and  a  visionary  cloud 
infrastructure  with  data  centers  around  the  world  -  freeing  you  to  innovate  and  grow 
your  business  into  something  even  more  successful. 
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20,000  Robots 
Are  on  the  Job  in 
FOxconn  Factories 


HPtodose  the  Bookon  OpenVMS  in  2020 


m  m  EWUTT-FMKAmMJUIStostop 

supporting  the  venerable  cpcratiiig 
system  OpenVMS  in  2020. 

B  B  Long  valued  (or  its  relubility 

and  renowned  for  breakthrough  (eatures, 
OpenVMS  came  into  being  in  October  1977. 
when  Digital  Equipment  Corp.  suited  using 
the  software,  then  known  as  VAX/VMS. 
to  run  its  storied  VAX  minicainputeis.  The 
operating  system  is  now  part  of  HP's  product 
linciqi  because  DEC  was  acquired  by  Compaq 
in  19^,  and  HP  purchased  Compaq  in  2002. 

HP  said  it  has  about  2,900  unique  customers 
runniif  OpenVMS.  But  that  only  includes  users 
with  whom  HP  has  a  lelatiaoship.  Others  either 
support  the  36-year-old  operating  system  them¬ 
selves  or  use  third  parties  to  keep  it  in  shape. 

The  company  sid  it  will  support  OpenVMS 
on  its  Integ^  i2  servers  thtou^  the  end  of 


2020,  but  that  date  isn’t  carved  in  stone. 

HP  will  assess  customer  needs  and  could  push 
the  deadline  back,  said  Lorraine  Bartlett,  vice 
prendent  of  marketing  strategy  and  operations 
for  the  vendor's  Business  Critical  Systons  unit 

The  comparry  will  continue  to  ^1  OpenVMS 
on  Itanium  pUdbrms  running  the  Tukwila 
chip,  but  not  on  the  newer  Poulson  chip. 

Users  value  OpenVMS  for  its  security,  reli¬ 
ability  and  clustering  capabilities. 

However,  “a  slow  but  defintee" 
migtatioa  away  from  OpenVMS  BIBB 
has  begun,  said  consultant 
Stephen  De  Dako,  explaining 
that  IT  professionals  have  to  justify  their  use 
of  the  operating  system  to  higher-ups  who  say, 
■Move  to  Linux  or  Windows  or  Unix"  without 
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How  InterSystems  invented  an  application  platform 
that  can  enable  integration  and  insights. 
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CORRECTION 

Updates  to 
Best  Places  to 
work  in  IT  2013 


Meet  the  game  changer. 

Transform  your  IT  infrastructure 
with  IBM  Flex  System. 

As  IT  moves  from  the  back  office  to  the  center  of  driving  business,  technology  needs  to 
deliver  faster  results  and  be  more  innovative.  It  Is  time  for  a  simpler,  more  open,  flexible, 
and  efficient  infrastructure.  It  is  time  for  IBM  Flex  Systemr 

IBM  Flex  System  features  an  innovative  chassis  designed  to  support  future  generations 
of  technology  and  provide  your  business  with  critical  investment  protection. 

This  first-of-its-kind'  offering  can  help  you  save  on  power  and  cooling  costs,*  and  can 
enable  rapid  SAN  creation  and  management  with  optional  integrated  storage. 

IBM  Flex  System  Manager""  lets  you  manage  several  hypervisors  and  all  physical  and 
virtual  resources  from  one  vantage  point.  With  a  no-compromise  design  that  goes 
beyond  blades.  IBM  Flex  System,  with  the  latest  Intel*  Xeon*  processors,  lets  you  take  a 
more  proactive  approach  to  IT. 


Oracle  Joins  Rivals 
To  Advance  Cloud 


have  some  overlapping  products,  but 

there  are  far  more  opportunities  to  work  together 

than  to  OMnpete His  tone  was  a  departure  from 
the  days  when  he  said  Salesfotce.coms  [riatform 
was  difficuk  for  customers  to  migrate  away  from 
and  described  it  as  a  “roach  motel”  where  “you  can 


EiidingabiUer  feud,  the  database  vendor 
iirtoadoud-centrk deal  with  Sal^ornxom,  and 
announces  similar  agreements  with  Microsoft  aiid 
NetSuite.  By  Chris  KanaracusandPatrkkThibodew 


LARRT  ELUSOH  AMD  MAM  KMIOFF,  the  CEOs  of  Oracle 

and  Salesforcerom,  respectively,  apparently  ended  a 
kmg-standing  and  sometimes  bitter  public  rivalry  when 
they  recently  agreed  to  a  nine-year  deal  under  which 

their  companies  will  integrate  their  technologies. 

kxf  a  user  of  Oracle  s  database,  to  standardize  on  Oracle’s  Linux 

server  plathem,  and  use  Oracle’s  Fusion  human  capital  manage¬ 
ment  (HCM)  services  and  dourHiased  Bnancial  software.  Oracle 
win  integrate  Salesfctcecom’s  software  with  those  applicatioos. 

The  key  <p.estioo  rsow;  Who  gains  the 
most  —  the  Oracle  and  Salesforce.com 
marketing  engines,  or  customers? 

ets.  Tlie  two  companies  wiU  work  closely 
to  improve  security  and  standardize  links 

quality  of  the  customer’s  integratioa  and 
reduce  downtinte,  he  argued  in  a  confer- 


The  SalesWce.com  deal  came  the  same  week 

Oracle  sigtred  similar  agreenaents  with  Microsoft 
t  and  NetSuite. 

Ul  Under  the  former  deal,  Oracle  technology  — 

^  including  the  database,  Java  and  other  products 

lid  _  wiU  play  a  more  pominent  role  in  Microsoft’s 

Azure  cloud  service.  Oracle  wUl  also  support  Mi- 

. .  Oracle  and  Microsoft  have  worked  amicably  on 

initiativesinthepast,but“intheworldofcloudcom- 

M^oft  CEO  Steve  Ballmer  said  during  a  press  conference. 
“PeojJe  wanted  more  from  us.  People  wanted  mote  from  Oracle.” 

Oracle  also  agreed  to  integrate  its  own  HCM  cloud  service 
with  NetSuite’s  cloud-based  ERP  services. 

Michael  Fauscette,  an  analyst  at  IDC,  said  that  agreement  is  a 
“really  good  thing"  for  NetSuite  customers,  in  particular,  because 
it  gives  them  an  Oracle  software  option. 

Underscoring  all  the  agreements  is  the  recognition  that  there’s 
a  need  for  more  support  for  and  sttot^  integration  of  products 
used  in  cloud  platforms,  analysts  said. 

"[It’s]  a  recognition  rm  Oracle’s  part 

_  that  clmd-based  software  dehvery 

is  becoming  a  marketplace  reality, 
and  it  needs  to  be  actively  engaged 
if  it  wants  to  gain  the  benefits  of 
that  market,"  said  Charles  King,  an 
analyst  at  Pund-IT. 

KanracUS  is  a  reporter /br 
the  IDG  News  Service. 


THEY  CHOOSE  THE  DEVICE. 


YOU  CHOOSE  THE  SECURITY, 


BESIO  Mobile  Device  Management  for  iOS  and  Android  . 
BlackBerry  security,  now  for  more  devices. 

Download  your  free  trial'  of  BESIO  for  iOS  and  Android  at  blackberry.com  business 


BlackBerry 


An  IT  Bucket  Brigade 
Relh^s  Hurricane  Sandy 

A  new  film  recounts  how  a  data  center’s  customers  and 
employees  worked  tirelessly  to  keep  the  facility  running 
after  last  fairsbig  storm.  By  Patrick  Thibodeau 


Tm  IMNOUaU  T*U  of  a  dieseHuel  backet  brigade 
that  kept  a  flooded  Manhattan  dau  center  running 
in  the  wake  of  Hurricane  Sandy  is  not  retold  with 

fondness  by  those  who  were  invohped,  even  if  they  do 
share  a  sense  of  pride  in  their 
achievements  and  can  now  see  humor  in 
thescbemestheydevisedastheydesper- 

stnick  the  East  Coast  in  October  2012. 

diesel  in  dark  stairwells,  and  the  physi¬ 
cal  toll  of  carrying  buckets  of  fuel  up  17 
flights  of  stairs  so  they  could  pour  it  into 
arooftopgeneiator’sfuelunkafterflood- 

also  remember  sleeping  on  floors,  going 
without  showers,  and  enduring  the  stress 
of  knowirg  that  hiluie  could  pul  the  data 


1  workers  and  customers  as  they  struggled  to 
find  ways  to  make  sure  that  a  rooftop  genera¬ 
tor  that  burned  40  gallons  (rf  fuel  an  hour 

could  keep  the  data  center  rurming. 

Data  center  employee  Jeffery  Bums  re¬ 
called  hearing  a  cascade  of  floodwaters  in  the 
elevator  shaft  that  eventually  swamped  the 
hasement  and  disabled  the  fuel  pumps. 
“Everybody  in  Manhattan  had  the  same 

problem:  how  to  relocate  infrastructure  that 
^  for  50  years  had  safely  lived  in  basements."  said 

Michael  Mazzei,  Peer  I's  data  center  manager. 
1  Despite  the  hardships  caused  by  Hurricane 

Sandy,  data  centers  won’t  be  leaving  Manhat- 
tan,  one  of  the  most  networked  [daces  in 
/  the  world,  anytime  soon  (see  “Data  Centers 

snd  Under  Water,”  page  32).  Indeed,  the  building 

elSOlIU  that  houses  Peer  I’s  systems  is  the  former 

running  headquarters  of  international  Telephone  & 
Telegraph.  It  has  multiple  network  connec¬ 
tions  that  let  Peer  1  offer  users  quick  access 

.  and  low  latency.  It’s  also  just  a  short  walk 

from  the  waterfront. 

For  Fog  Creek,  and  likely  many  other  businesses  in  the  area, 
the  nx>st  significant  impact  of  Hurrirane  Sandy  may  be  its  deci¬ 
sion  to  dev^  stronger  backup  plans. 

In  the  months  since  the  storm,  the  company  has  improved 
its  data  replication  capabilities  aixl  has 

_  begun  developing  an  ability  to  switch 

operations  to  another  facility  in  an 
emergency.  It  also  shifted  one  tool  to 
Amazon’s  cloud  service,  but  that  move 
had  been  planned  prior  to  the  storm. 

Sandy  made  Fog  Creek  officials 
painfully  aware  of  the  feet  that  they 
hadn’t  paid  enough  attention  to  the 
likelih^  that  something  bad  could 
happen  —  something  like  a  massive 
stonr  Said  Pryor:  “It  did  kick  us  in  the 
butt  and  get  us  to  fix  a  lot  of  things 


Simple.  Adaptable. 
Manageable. 


Easy-to-deploy  IT  physical  infrastructure  infra^truxure 


Solution  guides  make  it  easy  to  determine  what  you  need  to  solve  today  's 
challenges.  The  core  of  our  system,  vendor-neutral  enclosures  and  rack 
POUs,  makes  deployment  Incredibly  headache-free.  Easily  adjustable 
components,  integrated  baying  brackets,  pre-installed  leveling  feet,  arxl 
cable  management  accessories  with  tool-less  mounting  facilitate  simple 


Integrated  InfraStruxure”  solutions  Include 
everything  for  your  IT  physical  infrastructure 
deploynnent:  backup  power  and  power  distribution, 
cooling,  enclosures,  and  management  software. 
Adaptable  solutions  scale  from  the  smallest  IT 
spaces  up  to  multi-megawatt 


IS  created  by  the  sto 


from  i  coHege  professor  wtio 
used  to  be  a  state  official  who  went 


HE  WEST  VIMINU  HEALTH  INFORMi 

of  West  Viiginia  and  charged  with  building  a  secure  electronic  health  in/brmati 
I  system  so  providers  could  access  and  exchange  patient  dato.  The  goal  is  to  improve 
■  the  quality  of  patient  information  and  therein  enable  providers  to  more  quickly 
qflier  better  care  at  lower  costs.  Among  those  leading  the  eflbrt  is  Kathy  Moore,  CIO  of  the 
netunrk.  Moore  is  now  working  with  hospitals  and  other  healthcare  providers  in  the  state  to 
get  them  connected  to  the  exchonge.  The  exchange  is  now  up  ond  live,  and  we’re  focused  on 
rollout  and  bringing  on  as  many  as  possible,"  says  Moore,  o  former  deputy  CTO  for  the  stote 
of  West  Viiginio.  Here  she  shares  her  thoughts  on  leading  this  huge  IT  project. 

HM>  d*  iMRlilMn  iHMMm  IIM«  to  |H<tp*n  for  Ow  not  iwtwork?  Technically  [the 
electronic  health  tecords]  need  to  he  in  one  place,  and  organizationally  [the  providers] 
need  to  he  ready,  too.  That’s  a  big  part  of  the  onboarding  process.  You  can  connect  up 
technically,  but  if  you  don’t  know  how  to  use  it,  what  data  you  want  to  contribute,  how 
your  employees  ate  going  to  implement  that,  then  you’re  not  really  ready. 
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PRICE  CONTROL 


THE  GRILL  I  KATHY  MOORE 


It’s  amazing  to  me  to  think  about 
how  much  of  a  difference  [the 
health  information  exchange] 
can  make  in  the  future. 


ud  so  many  bctors.  For  example,  6ar  a  single  hospital  to 
onboard,  you've  got  a  gosernance  team,  a  technology  team 

our  staff,  the  vendor,  their  stafi,  their  policies,  our  polices. 


partswotkingisachallenge.Atrdthetearesomanydif- 
(eiOTt  vendors  selling  [electrooic  health  record  systems) 
doctors,  so  each  one  is  a  different  oonnectioo. 


parts  af  dM  praicct?  I  think  they’re  ctpially  impactful 
because  « really  is  any  one  of  those  pieces  that  can  cause 
the  entire  thing  to  not  work  well  or  not  get  adopted.  On 

the  technology  side,  everybody  is  hittii^  the  market  with 
(application  options)  at  the  same  time  without  necessar¬ 
ily  seeing  what's  ahead  with  some  of  the  future  tetpiire- 
ments.  A  lot  of  people  are  offering  the  same  services,  so 
you  have  to  be  cardFul  not  to  step  on  each  other's  toes  in 

intend  to,  but  sometimes  it  appears  that  way,  because 


some  of  the  larger  vendors  ate  offering  their  own  private 
(exchanges).  What  they  end  up  doing  is  connecting 
anyone  who  has  their  product  together. 

Dm*  Hat  HNiB  yw  tarn  to  scH  ywr  MipaintiM  and 
Ns  ■taioO?  Sometimes  1  feel  like  we  get  put  in  that 
position.  It's  more  negotiating  what  makes  sense  to  do: 

participating  in  this  state  exchange  versus  participating 
with  the  vendor.  It  looks  sometimes  to  the  customer  like 
the  same  thing,  and  we  have  to  sort  it  all  out  for  them. 

DO  booldicara  ptovMMTi  km  to  pv  to  be  pvt  Of  your 

poop*  Eventually  they  will.  We  wiU  be  developing  our 
sustainability  model.  We  have  funding  to  last  us  ap^i- 

mately  four  mote  years,  and  our  sustainability  require¬ 
ments  aren’t  great  because  we’re  not  a  profit-making 
oiganization.  But  it  will  be  one  of  our  future  challet^. 

tPhot  VO  oUwr  dnHtolV?  Short  term  is  developing  that 
sustainability  model,  driving  the  value  and  managing  the 
inhialives  with  limited  resources.  But  longer  term,  it  is 

consumer  engagement.  We  have  a  patient  portal,  so  there 

will  be  a  point  where  patients  could  access  their  records, 

regardless  of  who  contrihuted  that  informatioii. 


deployed  k.  We  have  a  pilot  coming  up  in  the  next  few 
months.  We  expect  that  to  be  managed  by  the  ptovidets 
themselves,  for  them  to  give  patients  access.  But  we’re 

■  tioii,andwehavetodevelopthepoli- 
;  of  the  patient  portal  and  how  the  pto- 


tigbt  informatioo,  and  they  cai 
lovrer  costs.  To  me,  it’s  reaUy  hrtting’home  because  Fm 
having  this  type  of  expetienoe.  My  father  has  (healthcare 
providers)  coining  to  the  home  and  they’re  asking  the 


a  exchange,  they’d  have  those  answers  before  they  walk 
thrpi^  the  door.  It’s  almost  like  they’re  working  with 


Ar»»Vi*«*W«l»««'W»“"«»^Weate.  The  storfes 

are  starting  to  come  through.  Yesterday  we  worked  wKh 
a  public  health  (official  who  was)  able  to  access  and  vali¬ 
date  infixmation  about  a  disease.  It  was  a  public  heahh 

mandatory  reportable  disease.  We  were  trying  to  see 

if  the  system  had  information  valuable  to  her.  In  three 
minutes,  she  found  informatioo  that  before  would  have 
taken  her  three  days  to  find. 

—  bee  view  by  Cbmputerwoild  contriburing  writer 
■VT  K.  Ptl(t  (m<iiykf>nitt@veri20n.net) 
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IMPROVED  NETWORK  INTELUGENCE. 

With  the  explosion  of  employee-owned  devices  in  the  workplace,  IT  departments  are  being  asked  to 
handle  more  devices,  more  applications  and  more  data  than  ever.  Such  a  massive  influx  of  business  data 
can  capsize  a  network  not  equipped  to  handle  a  load  this  big.  Today’s  on-the-go  interactions  require 
networks  that  are  agile  enough  to  securely  and  intelligently  distribute  vast  amounts  of  data  to  devices, 
applications  and  machines  without  slowing  down — both  inside  and  outside  of  the  enterprise. 

That's  why  companies  and  their  customers  are  looking  to  IT  to  transform  the  way  data  and  devices  are 
managed  across  the  enterprise  with: 

♦  SMART  SOLUTIONS  to  improve  day-to-day  collaboration  and  interaction. 

♦  DYNAMIC  NETWORKS  to  adjust  to  bandwidth  requirements  and  traffic  spikes. 

♦  GREATER  VISIBILITY  into  and  control  over  infrastructure. 

♦  PERVASIVE  IP  CONNECTIVITY  that  provides  a  seamless  transition  of  voice,  data 
and  video  between  networks. 


WE  CREATE  SMARTER 


Technology  is  what  we  do.  As  a  leader  in  global  networks,  our  solutions  link 
people,  data,  tools  and  resources,  virtually  anywhere,  to  help  keep  your 
business  moving  forward.  By  partnering  with  some  of  the  smartest  companies 
around,  we  help  you  build  flexible  networks  that  adapt  and  grow  at  the  pace  of 
business  and  technology.  The  result:  increased  network  efficiency,  intelligence 
and  capability  that  helps  boost  your  workforce  productivity  and  innovation. 

A  CONNECTIVITY 

24/7  connections  over  the  nation's  largest  4G  LTE  network,  and 
one  of  the  world's  largest  connected  global  IP  networks 


GLOBAL  SERVICES 

Delivering  voice  and  data  services  in  over  200  countries 


e 

A  SECURITY 

Managed  Security  Services  and  Device  and  Access  Management, 
so  proprietary  information  stays  safe 

LEARN  MORE  ABOUT  INTELLIGENT  NETWORKING 
SOLUTIONS  AT  VERIZON.COM/INTELUGENTNETWORKING 


INTELU6ENT 

NETWORKING 

SOLUTIONS: 


*  CuttooMf  Contact 
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Microsoft  Has  Derailed  for 
Lack  of  an  Engineer  in  Chief 


Ttie  ted)  com¬ 
panies  that 
have  surged 
since  Ballmer 
took  over  are 
headed  by 
engineers. 


MtMSnflarsa 

CainputermifU.com 
contributing  editor 
and  the  author  of 
more  than  35  books, 
including  Hour  the 
Internetworks 
(Due.  2006). 


People  give  plenty  of  reasons  for  Microsoft’s  fall  ftom  the 
top  of  the  tech  heap.  Two  of  the  more  common  explanations  are 
internal  turf  wars  and  the  inevitable  decline  of  a  near  monopoly 
that  got  fat  and  happy. 


But  1  think  there’s  something  much  simpler 
at  work:  It’s  been  years  since  Microsoft  has  been 
run  by  an  engineer.  BUI  Gates  stopped  working 

full  time  for  Microsoft  in  2006,  and  since  then 
the  company  has  been  run  by  non«igineer 
Steve  Ballmer.  Before  joining  Microsoft.  Ballmer 
worked  as  an  assistant  product  manager  for  con¬ 
sumer  products  giant  Procter  &  Gamble  and  spent 
a  year  in  the  MBA  program  at  Stanford.  That’s  not 
the  set  of  job  skUIs  and  background  the  CEO  of  a 
tech  company  needs  today. 

Take  a  look  at  the  tech  companies  that  have 
surged  since  BaUmer  took  over  ftom  Gates. 

Google  is  headed  by  engineers.  True,  people 
thought  that  founders  Sergey  Brin  and  Larry  Page 
neerled  some  aduh  supervision.  But  who  stepped 

in  to  run  the  place?  Eric  Schmidt,  a  former  direc¬ 
tor  of  software  engineering  at  Sun. 

Facebook  is  run  by  an  engineer.  Apple  founders 
Steve  Jobs  and  Steve  Wozniak  were  engineers,  and 
though  Jobs  couldn’t  rival  Wozniak’s  prowess,  he 

could  code  and  build  hardware,  and  he  lived  for 

overseeing  product  design.  Tim  Cook,  the  current 
CEO,  has  a  degree  in  industrial  engineering. 

Why  does  all  that  matter? 

Because  in  tech,  the  product  rules.  Products 
trump  marketing,  strategy  and  even  smart  man¬ 
agement.  What  drives  technology  isn’t  dividing 
up  an  existing  market,  h’s  creating  entirely  new 
markets  by  dmioping  products  that  people  crave. 

Google  succeeded  for  a  very  simple  reason:  At 
launch,  it  was  by  Ear  the  best  search  engine  on 
the  planet.  Facelxrok  became  a  success  because  it 
was  Ear  more  useful  and  ’’sticky’’  than  any  other 


social  media  service.  As  for  Apple,  its  history 
suggests  that,  while  engineers  can’t  always  save  a 
struggling  tech  company,  a  marketer  has  almost 
no  chance.  When  Jobs  was  forced  out  in  the  mid- 
1980s,  the  CEO  was  John  Sculley,  an  MBA  who 
had  been,  among  other  things,  a  vice  president  of 
marketing  at  Pepsi.  Sculley’s  ouster  was  preceded 

by  a  misstep  on  the  tech  side  —  moving  the  Mac 

to  the  IfowerPC  chip.  Akhough  he  was  foJlowed 
by  two  tech-oriented  CEOs,  it  wasn’t  until  Jobs 
returned  that  Apple  took  oEf  again.  The  spate  of 
new  products  Jrite  developed  was  remarkable  and 
spurred  Apple’s  meteoric  rise. 

Engineers  succeed  as  tech  leaders  because  they 
live  arxl  breathe  products  and  cate  about  them 
in  visceral  ways  that  managers  —  even  very  good 
managers  —  don’t.  For  people  like  Jobs,  Mark 
Zucketberg,  Brin  and  Page,  building  prorhicts  is  a 
calling,  not  a  job. 

Not  so  for  Steve  Ballmer.  Listen  to  him  talk 
about  products.  He’s  robotic,  his  enthusiasm 
is  artificial,  and  his  message  never  strays  from 
whatever  marketing  campaign  has  been  designed 
for  hirtL  During  the  laun^  and  early  days  of 
Windows  Phone  7,  he  incessantly  repeated  that 
the  new  phone  operating  system  would  “delight” 
users.  It  was  by  far  one  of  the  most  inauthentic, 
marketingHlriven  performances  I  have  ever  seen. 

Jobs,  Brin,  Page  and  Zuckerbetg  never  needed 
to  gin  up  their  enthusiasm  for  what  they  created. 

If  Microsoft  wants  to  get  its  mojo  back,  it  shouJd 
be  Jocdting  for  a  leader  who’s  similar  to  those  four: 
an  er^ineer  who  loves  tech  products,  not  someone 
who  just  sells  them.  • 
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The  world’s  most 
reliable  enterprises 
rely  on  VMware 
virtualization. 

Coincidence? 


The 

Software-Defined 
Data  Center 

from  VMware. 


VMware  is  the  only  virtualization  platform 


that’s  been  battle-tested  in  the  largest 
and  most  demanding  enterprises.  That’s 
over  500,000  customer  environments 
worldwide,  including  99%  of  the  Fortune 
Global  500.  VMware  vCloud'  Suite  delivers 
the  Software-Defined  Data  Center,  now. 
With  proven  reliability  built  in. 

vmware 

Visit  vmware.com/sddc 
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These  three  top- 
tier  businesses 
are  reaping  huge 
rewards  from 
data  analytics. 
Here’s  what  your 
company  might 
be  missing  out  on. 

BY  JULIA  KING 


THINKERS 


SIMPLY  PUT,  DATA  IS  THE  UFEBLOOD  AT  EXPRESS  SCRIPTS,  a  $44  billion 
pharmacy  benefits  management  company  based  in  St.  Louis. 

The  Fpmine  100  oxiqjany  px)cesse$  dose  to  1.5  billion  (N-escriptions  hx 


“As  we  track  a  prescription  throu^  data  entry  and  the  pharmacy 
process  and  into  the  fulfilment  system,  we’re  tracking  all  sorts 
informatioo  that  gets  fed  to  an  analytics  team  that  is  focused  on 
process  improvement,”  says  CTO  Jim  Lammers.  Internally,  it’s  bow  the 
company  speeds  delivery  and  cuts  enxMrs,  be  says. 
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But  Express  Scripts  abo  processes  more  than  i 

t  a  goU  mine  of  iniofination  that  could  help 


lar  heakbcare  problem  created  by  people  who  don’t 
take  their  medicatioos  as  prescribed,  says  Latnmeis. 


rts  an)  posts  to  social  networks,  no 


ns  will  reach  430  billion 


per  day.  We  took  a  look  at  three  organizations  that  an 
ahead  of  the  curve  in  generating  big  business  vakie 
from  big  data  and  analytics  technology.  At  the  top  of 
their  lists  of  lessons  learned:  A  deeplyrooted  cuhure 
of  analytics  and  a  relentless  locus  on  cost  efBdency 


THE  WIN:  Lower  Healthcare  costs 

At  Express  Scripts,  claims  data  can  show  whether 

patients  are  filling  their  prescriptions  in  the  most 
cost-eflecthe  way,  which  is  frequently  by  mail 
order.  If  they  aren’t.  Express  Scripts  can  intercede 
by  providing  the  patient  with  additional  cost 
information  and  offer  to  switch  deltveiy  fulfillment 
methods  for  them  with  a  minimum  of  hassle. 

“If  they’re  taking  a  maintenance  medicatioo  for 
hi^  cholesterni  and  we  know  they’ve  been  taking 
it  but  they’ve  been  taking  it  from  a  retail  pharmacy, 
we  know  if  they  move  to  a  mail  order,  th^  can  save,' 
Lammers  says.  “We’D  do  proactive  emails  and  drive 
thepatienttoourwebsiteandusespecificmessag- 
ii^  to  get  them  to  make  [a  mail  order]  decision." 

What  it  boils  down  to  is  “doing  the  data  analysis, 
creating  the  inteiactioo  and  getting  out  the  right 


We’re  tnMddng  all  soils  of  infbnn^ 
that  gets  fed  to  an  analytics  team  that  b 
fbciBed  on  process  improvement 

JIM  LAMlinS.  CTO.  EXPRESS  SCRIPTS 


message  so  that  the  patient  can  make  a  different 

if  we  offer  people  the  right  choke,  they’ll  take  the  right  path." 

h  winris  easy,  but  behind  the  seeniin^  effortless  redirection  is 
a  masshe  amount  of  technology,  not  to  mentioo  a  strict  culture  of 

analytics  that  permeates  virtually  all  of  Express  Scripts’ operations. 

One  of  the  company’s  largest  IT  investments  has  been  in  IBM’s 
master  data  management  software,  which  is  critical  to  creating  a 
single  record  that  connects  all  of  a  customer’s  actkms,  regardless  of 
whether  a  transactioo  is  made  via  enuil,  on  the  Web,  by  phone  or 

in  person  at  a  retail  pharmacy. 

“One  of  the  biggest  challenges  is  linking  all  information  togeth¬ 
er  across  all  these  different  sources,"  says  Lammers.  “We’ve  made 

very  heavy  investments  in  master  data  management.  We  invested 

early  on  and  we’ve  been  through  two  or  three  iteraUotu." 

Express  Scripts  also  created  what  Lammers  calls  a  federated 
analytics  model  that  includes  a  business  analytics  team  embed¬ 
ded  in  each  key  functional  operation,  such  as  supply  chain,  sales 

and  finatKe.  A  single  data  warehouse  and  centralized  data  gover¬ 
nance  are  two  other  keys  to  the  company’s  analytics  success,  he 
says.  “With  a  centralized  cote,  everyone  is  looking  at  the  same 
data."  Lammers  notes. 


With  a  proven  daU  governance  model  and  a  data  manage¬ 
ment  foundation  in  place.  Express  Scripts  recently  expanded  into 
predictive  analytics,  introducing  an  application  called  Screen  Rx 
that’s  designed  to  reduce  the  problem  of  patient  non-adherence 
to  prescriptions  fc*  chronic  conditions  such  as  diabetes  and  high 
cholesterol.  At  a  cost  of  more  than  $317  billion  annually,  non- 
adherence  is  the  most  expensive  healthcare-related  problem  in 
the  U.S.,  according  to  Express  Scripts. 

For  example,  skipping  doses  of  a  prescribed  chrdesterol 
medication  might  trigger  heart  attacks  for  some  patients.  Using 
predictive  modeling  based  on  400  factors,  such  as  a  patient’s  lo¬ 
cation,  bmily  situation  and  the  number  of  medications  involved. 
Express  Scripts  can  now  identify,  and  proactively  intervene  with, 
patients  who  are  likely  to  skip  doses.  Interventions  might  include 
a  timely  reminder  to  the  patient  to  take  his  medication  or  a  refer¬ 
ral  to  a  patient  assistance  program  to  help  him  pay  ftrr  his  medi¬ 
cations.  A  third  option  is  a  referral  to  a  clinical  [diarmacist  who 
can  assist  with  questions  or  concerns  about  a  drug's  side  e&cts. 

“This  is  really  one  of  the  key  things  we’ve  been  building  to 
—  to  change  behavior,”  says  Lammers.  He  adds  that  striving  to 
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68%  lower  TCO; 
An  investment 


the  Inner  Cirde. 

The  Computerworld  Inner  Circle  Research  Panel  was  established  as  a  way 
for  members  of  the  IT  community  to  share  information  and  gain  insight  into 
various  technology  topics,  including  new  initiatives  and  top  issues  faced  by 
IT  professionals  and  executives. 

Inner  Circle  panel  members  get  exclusive  access  to  results  of  the  surveys 
on  the  panel  site  at:  www.computerwOrldinnercircle.com.  and  are  eligible  for 
some  nice  cash  and  prize  giveaways  for  their  participation.  We  look  forward  to 
hearing  your  inputi 

Join  for  Free! 

To  register  as  a  panel  member,  visit  www.computerworid.com/haic 
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global  company  has  eliminated  5.3  million  miles 
from  its  routes,  reduced  engine  idling  time  by 
almost  10  million  mindtes,  saved  650,000  gallons 
of  fuel  and  reduced  its  catbon  emissions  by  more 
than  6,500  metric  tons. 

At  the  heart  of  these  eye-popping  metrics  is 
ORION,  which  stands  for  On-Road  Integrated  Op¬ 
timization  and  Navigation,  a  data-intensive  system 
that  lays  out  the  most  efficient  routes  for  individual 
drivers  to  deliver  their  loads  via  a  series  of  complex 
algorithms.  Additionally,  the  system  taps  into  the 
mountain  of  sensor  data  to  predict  when  a  truck 
part  might  fail  so  that  preventive  maintenance  can 
he  scheduled  and  completed. 

ORION  also  lets  UPS  managers  peer  into  the 
hahits  of  individual  drivers,  pinpointing,  for  example, 
the  numher  of  times  a  driver  backs  up  a  truck  or 
makes  a  U-tum.  This  informatioo  can  be  used  to 
identify  drivers  who  need  additional  training. 

the  vehicle  and  the  driver’s  behaviors.  We  marry  that 
infonnatioa  to  delivery  and  acquisition  information, 
and  we  can  get  a  complete  picture  of  bow  a  driver  is 
completing  his  work,  day  in  and  day  out,”  Perez  says. 
That  has  incredible  consequences  for  the  way  we 
manage  the  business  across  the  boatrL” 

Now,  the  ctnnpany's  appetite  for  data  is  extend¬ 
ing  outward.  Its  goal  is  to  get  closer  —  much 
closer  —  to  its  millions  of  customers  with  another 
analytics-intensive  service  called  UPS  My  Choice, 
which  lets  people  set  individual  preferences  for 
how  they  interact  with  the  company. 

things,  give  specific  instructions  about  how  and 
precisely  whm  to  deliver  their  packages  to  specific 
addresses,  reroute  packages  if  they  change  loca¬ 
tions,  and  sign  up  to  receive  status  alerts. 

‘What  we’ve  done  is  take  a  new  approach  to 
managit^  personal  supply  chains.  Having  that 
level  of  connectivity  with  our  customers  is  going  to 
change  our  business  now  and  in  the  years  to  come. 
The  integration  with  consumers  is  what  is  enabling 
revenue  growth,”  says  Perez.  In  the  first  year  UPS 


foster  heakby  behaviors  in  patients  is  especially  importatU  in 

access  to  consistent  healthcare  for  the  fitst  time. 

'We  have  to  train  them  to  take  care  of  themselves,”  he  says. 
“When  we  can  put  Screen  Rx  into  a  population  that  hasn’t  had 
consistent  access  to  healthcare,  we  can  get  them  to  get  the  right 
stuff  right  away.” 

THE  WIN:  Fuel  Savings  and  Better  Driver  Safety 

Ttanspoftatian  and  logistics  giant  UPS,  which  has  annual  revenue 
of  $54  biOian,  invests  rougfily  $1  bUlkn  per  year  in  IT,  and  a  very 
hefty  portion  of  that  is  devot^  to  dau  analytics,  accoitling  to  luan 
Petez,vioepiesidentofinfonnationservioes.ThegDal  —  fornow  — 

The  effort  has  been  a  success.  By  analyzing  a  continuous 
stream  of  sensor  data  from  its  thousands  of  delivery  trucks,  the 


My  Choice  was  available,  more  than  2  million  customers  signed 
up  for  the  service,  and  more  than  25  million  packages  were  deliv¬ 
ered  under  its  auspices. 

Data  about  customets’  delivery  preferences  helps  UPS  to  con¬ 
tinue  to  refine  its  internal  processes  in  response  to  those  prefer¬ 
ences  'so  we  can  build  a  one-to-one  experience,”  Perez  says. 

But  even  mote  critical  is  the  insight  that  the  data  provides  into 
what  new  products  and  services  to  offer. 

“All  of  the  [tracking  and  delivery]  raxifications  we  provide  and 
bow  customers  respond  to  notifications  tdl  us  what  they  want 
so  we  can  create  the  products  and  services  they  warn.  It’salotof 
daU  to  define  new  products  and  services.” 

The  next  step,  as  Perez  sees  it,  is  to  tie  everythir^  together 
and  create  a  graphic  picture  of  UPS’s  various  big  dau  systems  so 
the  company  can  uncover  new  uses  for  the  data  —  and  thereby 
derive  more  business  value  from  it. 
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Our  Email  Addiction 
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APPLICATIONS 


ATOS  CEO  THIERRY  RRETOH  caught 
a  lot  of  flak  last  year  when  he  an¬ 
nounced  he  wanted  his  employees 
to  give  up  email,  but  he  may  have 
been  onto  something. 

Kids  these  days  don't  use  email 
—  digital  maiket  research  company 
comScore  found  that  use  of 
based  email  dropped  31%  among  12- 
to  iTyearoUs  and  34%  among  18-  to  24'year-olds  in  the 
period  between  December  2010  and  December  2011. 

And  consumers  in  general  are  also  off  email. 

The  Radicati  Group,  which  tracks  use  of  email  and 
other  messaging  media,  projects  the  number  of 
consumer  emails  will  decrease  by  3%  to  4%  each  year 
between  2012  and  2016  (see  chart,  below  right). 

Then  again,  there  was  a  reason  Breton  came  in 
for  so  much  derision:  Enterprise  email  isn’t  going 
anywhere.  Or,  more  precisely,  enterprise  email  usage 
isn’t  going  anywhere  but  up.  Radicati  is  projecting  the 
number  of  business  emails  to  increase  by  13%  every 
single  year  between  now  and  2016. 

For  businesqieople,  that  means  more  time  scrolling 


through  the  in^  (not  only  on  PCs  and  laptops  but 
now  on  tablets  and  smartphones)  clickii^  past  newslet¬ 
ters,  social  media  notifications  and  spam  in  search  of 
the  messages  they  truly  need  to  do  their  jobs,  and  then 
later  filii^,  archiving  and  retrievit^  those  messages. 

For  IT,  that  means  more  complaints  from  users  about 
storage  Emits  being  too  low  (especially  when  Google 
lets  them  keep  everything),  as  well  as  worries  about 
security,  archiving,  retention,  e^^iscove^y,  deletion  and 
syncing  mail  between  mobile  devices.  And  then  there’s 
the  cost:  In  2010,  Gartiter  estimated  that  the  various 
costs  tied  to  email  add  up  to  $192  per  user  per  year. 

Why  do  we  subject  ourselves  to  this  madness? 
Because  for  all  its  aggravations,  email  works.  “It’s  still 
an  eCBcient  way  of  communicatii^,  almost  in  real 
time,"  says  Phil  Bertolini,  CIO  of  Michigan’s  Oakland 
County,  who’s  responsible  for  10,000  email  boxes. 

“It  does  what  it’s  designed  to  do  quite  well,  which 
is  allow  us  to  securely  communicate  on  a  one-to-one 
or  one-to-few  basis,”  says  Rob  Koplowitz,  an  analyst 
at  Forrester  Research. 

Simply  put,  we  may  hate  email,  but  we  can’t  work 
without  it.  But  CIOs  and  messaging  experts  agree 
that  something  must  change  that  if  enterprise  email 
volume  is  going  to  boom  the  way  Radicati’s  numbers 
indicate.  Email  is  going  to  have  to  get  more  sophis¬ 
ticated  and,  at  the  same  time,  easier  to  use.  And  the 
people  doing  the  using,  who  often  make  life  harder 
for  themselves,  need  to  evolve,  too. 


Why  We  Love  Email 

We  love  email  because  it’s  useful  and  ubiquitous.  It 
keeps  us  connected  and  updated  without  requiring 
setter  and  recipients  to  be  onlirre  at  the  same  time, 
thanks  to  its  asynchronous  nature.  Everyone  doing 
business  today  can  reasonably  be  expected  to  have  an 


email  address,  whereas  only  some  people  use  alterna¬ 
tive  tools  like  chat,  videoconfereiKing  or  SMS  texting. 

Beyond  that,  email  creates  a  de  facto  audit  trail 
with  a  record  of  who  sent  what  to  whrmi  when.  And, 
barring  space  limitaticms,  that  trail  is  readily  avail¬ 
able  on  one’s  computer. 

The  resuh  of  this  success?  “Nobody  can  live 
without  it  for  more  than  two  minutes,"  says  Sara 
Radicati,  president  and  CEO  of  The  Radicati  Group. 

From  Unix  maU  (b.  1972),  IBM  PROFS  (b.  1981) 
and  DEC  All-In-i  (b.  1982)  to  email  clients,  integrated 
email  (think  Lotus  Notes)  and  Web-based  mail 
to  today’s  cloud-based  options,  email  has  evolved 
because  we  have  needed  it. 

Bertolini  is  a  big  fan  of  email  —  since  the  public 
sector  is  still  heavily  paper-based,  email  still  counts  as 
a  big  technological  step  forward.  “We  can  chase  new 
technologies,  but  I  need  something  that’s  trusted  and 
used  by  the  masses.  Even  though  there  ate  people 

our  main  finrn  of  communication,”  he  says. 

Why  we  Hate  Email 

Unfortunately,  email’s  positives  —  its  utility  and 
ubiquity  —  have  become  its  negatives  as  well. 

Consider  this  complaint:  “It  doesn’t  matter  if  the 
message  comes  from  a  spammer  hawking  Viagra, 
your  wife  asking  you  to  pick  up  some  wine,  your 
boss  telling  the  company  that  Monday  is  a  holiday, 
or  a  client  asking  for  a  meeting  at  his  oflice  at  11  a.m. 
In  today’s  inboxes,  all  email  messages  ate  equal," 
journalist  Om  Malik  wrote  six  years  <^,  in  2007.  If 
anything,  the  situation  has  only  gotten  worse. 


Worldwide  Email  Traffic 
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ATOS  CEO  THIERRY  BRETON  (Viuglll 
a  loi  of  flak  las!  year  when  he  an¬ 
nounced  he  wanted  his  employees 
to  give  up  email,  but  he  may  have 
been  onto  something.  < 

Kids  these  days  don't  use  email 
—  digital  market  research  cxjmpany 
comScore  femnd  that  useof  Web- 
basecl  email  dn^^x?d  31%  among  iz- 
to  ly-year-olds  and  34%  among  18-  to  Z4-year-<Jds  in  the 
period  lx*tween  December  2010  and  December  2011. 

And  consumers  in  gerK*ral  are  also  off  email. 

Tlie  Radicati  Group,  which  tracks  use  of  email  and 
other  messaging  media,  projects  the  numbiT  of 
con.sumer  emails  will  decrease  b)  3%  to  4%  each  yvzr 
between  2012  and  2016  (see  chart,  below  right). 

Then  again,  there  was  a  reason  Breton  caiiH’  in 
for  so  much  derision:  Enterprise  email  isn't  going 
anywhere.  Or.  more  precisely,  enterprise  email  usage 
isn't  going  anywhere  but  up.  Radicati  is  pn)jecting  iIk* 
number  of  business  emails  to  increase  by  13%  every 
single  year  betwt*en  now  and  201^. 

For  businesspeof^-.  that  means  mt>re  time  scrollihg 
through  the  inbox  (not  only  on  PCs  and  laptops  but 
now  on  laWets  and  smartphone's)  elk  king  past  new  slet¬ 
ters.  social  media  notifications  and  spam  in  search  of 
iIk’  riK'ssages  they  truly  nc*ed  to  do  their  jobs,  and  ihc'ii 
later  filing,  archiving  and  retries  ing  those  messagt's. 

For  IT,  that  nieans  nwre  txjmplaints  from  users  about 
storage  limits  being  loo  low  (especially  wlien  G<x)gle 
lets  them  keep  everything),  as  well  as  worrit's  about 
secxirity.  archiving,  retention.  e-disco\ery.  deletuMi  and 
syrK'ing  mail  between  nubile  devices.  And  then  there's 
the  cost;  In  2010.  GartiHT  estimated  that  the  varkms 
cTrsts  Ik'd  to  email  add  up  to  S192  ptT  user  per  ^-ear. 

Why  do  we  subject  cnirselws  to  this  madness? 
Because  for  all  its  aggravations,  email  works.  “It's  still 
an  efficient  way  of  communicating,  almost  in  real 
time.’’  says  Pliil  Bertolini.  CIO  of  Michigan's  Oakland 
County.  w1m)’s  responsible  for  10,000  email  boxes. 

“It  tltK's  w  hat  it's  dcsigrK'd  to  do  quite  well,  w  hich 
is  allow  us  to  securely  communicate  on  a  one-to-one 
or  onc-to-few  basis.  ”  says  Rob  Koplow  iiz.  an  analyst 
at  Fr>rrester  Research. 

Simply  put.  we  may  hate  email,  but  we  can't  w<»rk 
without  it.  But  CIOs  and  messaging  experts  agree 
that  something  must  change  that  if  enterprise  email 
volume  is  going  to  b<K>m  tlie  way  Radicati's  numbers 
indicaie.  Email  is  going  to  have  to  get  more  sophis- 
ticati'd  and.  at  the  sanx*  tinu*.  easier  to  u.se.  And  the 
people  doing  the  using,  w  ho  often  make  life  harder 
for  themselves,  need  to  evolve,  ttx). 

Why  we  Love  Email 

Wc  lovx'  email  bc*caust‘  it's  useful  and  ubiquitous.  It 
keeps  us  connectc*d  and  updated  without  requiring 
sender  and  recipients  to  be  online  at  the  same  time, 
thanks  to  its  asyiKhronous  nature.  Everyone  doing 
Imsint'ss  nxlay  can  reasonably  be  expected  to  have  an 


email  address,  w  liereas  only  some  pt'opU'  use  alterna¬ 
tive  Uk>Is  like  chat,  vick*oconfercncing  or  SMS  texting. 

Beyond  that,  email  creates  a  de  facto  audit  trail 
with  a  record  of  who  sent  what  to  whom  when.  And. 
barring  space  litnitations,  that  trail  is  readily  avail¬ 
able  <m  one's  computer. 

Tlie  result  of  this  success?  “Nobody  can  live 
without  it  for  more  than  two  minutes,”  says  Sara 
Radicati.  president  and  CEO  of  Tlx*  Radicati  Grtmp. 

From  Unix  mail  (b.  1972).  IBM  PROFS  (b.  1981) 
and  DEC  All-In-i  (b.  1982)  to  email  clients,  integrated 
email  (think  Lotus  Notes)  and  Web-based  mail 
to  today's  L loud-based  rations,  email  has  evolved 
because  wc  have  needed  it. 

Bertolini  is  a  big  fan  of  email  —  since  the  publk 
.sector  is  still  heav  ily  paper-based,  email  still  counts  as 
a  big  tcc  hiM»logical  step  forw  ard.  “We  can  cliase  new 
technologies,  but  I  need  something  that's  trustc'd  and 
used  by  the  masses.  Even  though  there  are  people 
clamoring  for  newer  ways  to  communicate,  email  is 
our  main  form  of  communication."  lx*  savs. 

Why  We  Hate  Email 

Unfortunately,  email's  positives  —  its  utility  and 
ubiquity  —  have  beci>me  its  negalive.s  as  well. 

Consider  this  complaint:  "It  d<x'sn'i  matter  if  the 
message  conies  from  a  spaiimx'r  hawking  Viagra, 
your  wife  asking  you  to  pick  up  some  wine,  your 
boss  telling  the  company  that  Monday  is  a  lioliday. 
or  a  client  asking  for  a  meeting  at  liis  office  at  ii  a.m. 
In  nxlay  s  inboxes,  all  email  messages  aa*  equal.  " 
journalist  Om  Malik  wrote  six  years  ago.  in  2007,  If 
anything,  the  situation  has  onlvg(»iten  worse. 


Worldwide  Email  Traffic 


Daily  email  traffic  (as  measured  in  billions  of  messages) 
Business  emails  ■  Consumer  emails 
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The  problem.  sj>'s  Koplowitz.  is  that  “we  use  email 
for  things  it  w  asn't  designed  to  do."  Htxiked  on  email, 
users  default  to  it  for  scheduling,  workflow  planning, 
resource  nurntgenwra.  aichiving.  dcKument  manage¬ 
ment.  project  management  and  even  know  ledge  man¬ 
agement.  Often,  ideas  tliat  should  be  shared  widely 
are  loc  ked  up  in  an  email  chain  among  a  narrow  list 
of  recipients.  "The  things  ii  dix-s  poorly  have  become 
problematic."  Koplowitr  sums  up. 

Over  the  years,  developers  have  tried  to  break 
through  users'  dependeiKe  on  email  with  software 
tliat's  more  sophisticated  and  better  suited  to  certain 
enterprise  tasks  —  often  with  only  limited  success. 

Know  ledge  management  systems,  touted  in  the 
1990s  as  tin*  next  big  thing,  failed  to  catch  on.  while 
collaboratiim  systems  such  as  Lotus  Notes  and  Micro¬ 
soft  SharePoim  have  been  variously  successful;  the 
inclusion  of  Chatter  into  the  Salesforce.com  system 
serves  specific  needs  of  salespeople. 

But  tv  pically  these  systems  have  failed  to  become 
as  w  idespread  as  email  beeaiise.  w  hile  they  offered  a 
solution  that  inav  indeed  have  been  superior  to  email, 
thev  did  so  only  for  a  narrow  pcipulalkin  of  users. 

Thercs  a  high  correlation  in  the  success  of  these 
tiKils  w  he-n  tbev're  aligned  with  rteognirable  busi¬ 
ness  value.'savs  Kuplowit/.  Unfurtunately.  he  adds, 
ihtsre's frequenllv  an orgam/aiioiial  mismatch.  Tlie 
tools  tliat  work  for  one  department  (e.g..  sales)  may 
not  work  for  another  (e.g.  customer  serviee). 


Email’s  People  Problem 

H  flic  cfittrpriM'f  Mail  atMktfan  rooted  in  tcdmolocv  or  in  user  be- 
lovior?  lodi,  analysts  say.  '(mail  is  only  as  good  as  ttie  person  nho  or- 
gaoiffs  it.'  observes  Sara  Radical!,  president  and  CEO  of  The  Radkau  Group, 
nhicl’  tracks  use  of  email  and  other  messaging  media. 

Over  the  years,  enterprise  email  systems  have  added  an  ever-increasing 
number  of  sophisticated  organizational  tools,  but  "users  still  have  to  train 
the  system,  nvhich  is  where  it  breaks  down."  Radicati  explains.  "Users 
forget  how  thev  set  It  up  a  certain  way.  and  why.  Somebody  who  is  highly 
organized  and  structured  will  do  well  with  these  tools,  and  someone  who  is 
naturally  chaotic  will  be  chaotic." 

Mam  Click.  Microsoft's  product  manager  tor  Exchange  and  Outlook, 
acknowledges  that  "you  can  change  the  tools,  but  you  can't  change  the 
petiole."  Citing  one  example  of  how  the  tools  are  changing,  he  notes  that 
the  current  version  of  Office  2013  has  an  option  that  lets  users  ignore  any 
email  with  a  particular  sufgect  line  if  that  thread  has  become  irrelevant 
to  the  recipient.  On  a  grander  scale.  Exchange  and  Outlook  are  becoming 
more  of  a  communKaiion  hub.  with  greater  integration  of  chat  and  unified 
cominunicatKins.  Click  says. 

But  all  those  advances  will  be  meaningless  if  people  don't  take  advan¬ 
tage  of  the  new  functionality  -  and  IT  must  help  them  do  that. 

"IT  needs  to  explain  how  and  when  to  use  these  features."  says  Radical!, 
"and  people  need  to  learn  to  improve  their  efficiency." 


[Employees]  wmit  to  know 
whythey'rttaited 
toSOOiMgabyHiiilitn 
Gmalbunlimilld. 

PETE  KAROIASHENOS.  SYSTEMS  ARollTECT.  SBLI  USA 

And  when  a  new  communication  trxil  like  Yammer 
or  Chatter  does  take  hold  throughout  the  enterprise. 

one  place  they're  most  likely  to  see  them  first  —  the 

IT’S  Email  Burden 

For  IT.  email  is  an  ongoing  headache.  Niraj  letly.  CIO  at 
Edenred  USA.  the  Newton.  Mass.-based  U.S.  division 
of  a  global  developer  of  employee  benefits  and  iiKentive 
solutions,  cites  a  quartet  of  hassles:  the  sheer  volume  of 
messages;  compliance  and  security  concerns;  tlie  risks 
that  arise  w  hen  users  access  corporate  email  on  their 
personal  devices;  and  interiuitional  routing  problems. 

sizes."  he  says.  "At  the  same  time,  we  have  to  ensure 
the  safety  and  security  of  sensitive  data  being  trans¬ 
mitted.  We  have  to  ensure  the  availability  of  emails 
archived  by  users  on  their  laptops  or  desktops. " 

As  a  divisional  CIO  w  itliin  a  multinational  orga¬ 
nization.  letly  also  says  getting  email  from  cimtinent 
to  continent  is  a  challenge.  "It  gets  very  tricky  when 
different  governinent  [regulations!  and  private-sector 
contracts  restrict  email  routing.  "  he  explains.  For  in¬ 
stance.  certain  Payment  Card  Industry  Data  Security- 
Standard  mandates  require  that  emails  originating  in 
the  U.S.  stay  in  the  U.S. 

The  bring-your-own-device  trend  also  worries 
him.  "If  an  organization  needs  encrypted  email  but 
also  supports  BYOD.  supporting  access  to  corporate 
email  on  personal  devices  becomes  a  never-ending 
challenge."  letly  says.  "And  if  a  user  loses  a  personal 
dev  ice.  wtw  has  liability  for  the  loss  of  data';’'' 

Pete  Kardiasmenos.  a  systems  architect  at  SBLI 
USA.  manages  the  New  York-based  insurance  compa¬ 
ny's  Exchange  servers  and  gets  involved  with  "anything 
relating  to  email."  His  biggest  issue:  users  tuiningto 

Gmail,  to  cimumvent  corporate  storage  limits. 

“They  don't  have  bad  intentions.  They  want  to  know 
why  they're  limited  to  500  megabytes  when  Gmail 
is  unlimited.  It's  because  the  more  space  you  have, 
the  more  time  backup  takes,  the  more  complicated 

cate  oiir  policies."  he  says.  Like  a  lot  of  big  enterprises. 
SBLI  USA  has  had  to  block  access  to  public  email 
systems  from  company-owned  computers  as  a  security 
measure,  and  it  has  had  to  limit  space  in  Exchange  for 
most  users  because  of  the  cost  of  storage. 

Even  then,  he  says,  email  is  still  a  headache. 
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The  proUem,  says  Kopkjwttz,  is  that  "we  use  email 
for  thii^  it  wasn't  desipied  to  da”  Hooked  on  email, 
useis  defauk  to  it  for  scheduling,  workBow  planning, 
resource  managemem,  aidiiving,  document  manage¬ 
ment,  project  management  and  even  knowledge  man- 

are  locked  up  in  an  email  chain  among  a  narrow  list 

ptoblonatic,"  Koplowitz  sums  up 

Over  the  years,  devetapers  have  tried  to  break 

through  users'  dependence  on  email  with  software 

enterprise  tasks  —  often  vvith  only  litnited  success. 

Knowledge  management  systems,  touted  in  the 
1990s  as  the  next  big  thing,  failed  to  catch  on,  while 
collaboratioo  systems  such  as  Lotus  Notes  and  Mkro- 
soft  SharePOtnt  have  been  variously  successful;  the 
inclusioa  of  Chatter  imo  the  Salesfotce.com  system 
serves  speciBc  needs  of  salespeople. 

But  typically  these  systems  have  failed  to  become 
as  widespread  as  email  because,  while  they  oBeted  a 
sohoioo  that  may  indeed  have  been  superior  to  email, 
they  did  so  only  for  a  narrow  population  of  users. 

“Theie's  a  hi^  correlation  in  the  success  of  these 
toob  when  they're  aligned  with  recognizable  busi¬ 
ness  value,”  says  Koplowitz.  Unfortunately,  he  adds, 
there's  frequently  an  organizational  mismatch.  The 
toots  that  work  for  one  department  (e.g.,  sales)  may 
not  work  for  another  (e.g.,  custraner  service). 


Email’s  People  Problem 

hmlaiT  Will.  — lyill  1  ■>  Tniiil  j-  nnly  t  unnii  v  frr  rr~nr  -Ttir  r 

gai^  it' oteetves  Sara  Radkali.  president  and  CEO  of  The  Radkaii  Group, 
nliich  tracks  use  of  emad  and  other  messaging  media. 

Owr  the  years,  enterprise  emal  systems  have  added  an  ever-increasing 
number  of  sophtslicatedorpnizationaf  toots,  but 'Tisets  sat  have  Id  train 
the  systenx  rduch  is  iidiere  it  breate  down."  Radkali  exptains. 'Users 
tortet  !»■  they  set  it  up  a  certain  way.  and  Mhy.  Somebody  atho  s  highly 


naturaly  chaotic  HU  be  diaotk.' 

Adam  Click.  MicrosofTs  product  nianager  for  Exchange  and  Outlook, 
acknowtedgts  that  •you  can  ehange  the  tools,  but  you  can't  change  the 
people.' Oling  one  example  of  how  the  tools  are  changing,  he  notes  that 
the  current  version  of  Office  20U  has  an  option  that  Ms  users  ignore  any 
emai  with  a  pvtkular  subjea  Me  if  that  thread  has  become  irreievant 
tt  the  recipienL  On  a  rander  scale.  Exchange  and  Outlook  are  becoming 

gul  al  those  advances  wa  be  meankMess  if  people  don't  lake  advan- 


And  when  a  new  communication  tool  like  Yammer 
or  Chatter  does  take  hold  throughout  the  enterprise, 
what  happens?  Users  route  their  notiBcatioos  to  the 

one  place  they're  most  likdy  to  see  them  6rst  —  the 

omnipresent  email  inbox. 

ITS  Email  Burden 

For  IT,  email  is  an  ongoing  headache.  Niraj  Jetly,  (30  at 
Edenred  USA,  the  Newton,  Mass.-based  U.S.  division 
of  a  ^obal  developer  of  employee  benefits  and  incentive 
sohitioas,  ches  a  quartet  of  hassles:  the  sheer  volume  of 
messages;  oompliimce  and  security  concerns;  the  risks 
that  arise  when  users  access  corporate  email  on  their 
personal  devices;  and  intematiotud  routing  problems. 

sizes,”  he  says.  “At  the  same  time,  we  have  to  ensure 
the  safety  and  security  of  sensitive  data  being  trans¬ 
mitted.  We  have  to  ensure  the  availability  of  emails 
archived  by  users  on  their  laptops  or  desktops.” 

As  a  divisional  CIO  within  a  multinational  orga¬ 
nization,  letly  also  says  getting  email  from  continent 
to  continent  is  a  challenge.  “It  gets  very  tricky  when 
di^rem  government  [regulations]  and  private-sector 
contracts  restrict  email  touting,”  he  explains.  For  in¬ 
stance,  certain  Payment  (fatd  Industry  DaU  Security 
Standard  mandates  require  that  emails  tniginating  in 
the  U.S.  stay  in  the  US. 

The  bring-your-own-rlevice  trend  also  worries 
him.  "If  an  oiganizatkm  needs  encrypted  email  but 
also  supports  BYOD,  supporting  access  to  corporate 
email  on  personal  devices  becomes  a  never-endii^ 
challenge,”  letly  says.  “And  if  a  user  loses  a  personal 
device,  who  has  luiility  for  the  loss  of  data?” 

Pete  Kardiasmenos,  a  systems  architect  at  SBU 
USA,  manages  the  New  York-hased  insurance  compa¬ 
ny's  Exchar^  servers  and  gets  involved  with  “anything 
r^ing  to  emaU.”  His  biggest  issue:  users  turning  to 
free  external  email  systems,  such  as  Yahoo  Mail  and 
Gmail,  to  circumvent  corporate  storage  limits. 

“They  don't  have  bad  intentions.  They  want  to  know 

is  unlimited.  It’s  because  the  more  space  you  have, 
the  more  time  backup  takes,  the  more  complicated 
disaster  recovery  is.  We  have  to  constantly  communi¬ 
cate  our  policies,”  he  says.  Like  a  lot  of  big  enterprises, 
SBU  USA  has  had  to  block  access  to  public  email 


las  had  to  limit  space  in  Exchange  for 
se  of  the  cost  of  storage, 
says,  email  is  still  a  headache. 
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Over  the  next  few  years,  well  see  greater 
inliiration  across  [messaging]  tools. 

MM  KOM.OWITZ.  ANALYST.  FORF'S’ER  RESEARCH 

■Ptople  keep  email  in  their  inbox  the  same  way  they 
keep  files  on  their  desktop,  to  keep  them  handy.  They 
send  the  same  file  back  and  forth  as  an  attachment 

For  Oakland  County's  Bertolini,  management  is 
the  challenge  —  managing  passwords,  and  managing 
Outlook's  .pst  backup  files  s^n  they  get  too  big.  At 
least,  he  says,  when  those  files  get  too  large,  they  start 
to  generate  error  messages.  "We  find  out  about  it  when 
lusers)  base  a  problem."  Bertolini  says  with  a  sigh. 

"In  one  case,  we  discovered  thousands  of  emails 
dating  hack  to  2001. "  Bertolini  recalls.  “And  the  real 
problem  is  that  tnost  of  them  dealt  w  ith  trivia  like 
meeting  for  lunch.  There's  a  cost  to  maintaining  and 
managing  email  over  time." 

ITs  biggest  email-related  burden  is  simply  uptime, 
say  5  Radicati.  "The  overriding  concern  for  IT  is  making 
sure  that  it's  up  and  running  and  available."  she  say's. 


Email  intiieCloud 

So  what's  IT  supposed  to  do?  Certainly,  the  cloud 


offers  one  of  several  ways  to  view  email  differently. 
Radicati  is  optimistic  about  email  in  the  cloud.  “It's 
absolutely  the  way  to  go."  she  says.  “A  lot  of  cloud- 
based  email  providers  have  archiving  and  compliance 
capabilities  in  place,  and  if  you  W2 
in  purchase  them  as 


In  Oakland  Countv.  Bertolini  is 


using  Microsoft  Office  365  in  the  cloud.  "Tlwr 
a  cost  associated  with  storage,  but  part  of  our  I 
analysis  will  be  comparing  the  cost  of  storage 
cloud  versus  letting  people  keep  more  email.  " 
adding  that  he's  worried  that  if  "you  give  them 
storage,  they  will  fill  it  up.” 

But  he  also  sees  other  advantages.  "If  1  can  I 
email  externally  and  still  have  the  safety  and  s 
the  county  government  needs,  1  can  save  milli 
in  the  long  term.  We'd  need  two  to  three  peop 
manage  Microsoft  Exchange,  but  if  I  go  to  the 
1  don't  need  those  people.  And  in  three  or  foul 

Still,  questions  remain.  "A  lot  of  IT  departmc 
am  investigating  moving  email  to  the  cloud, "  R 
says,  "but  there  is  still  concern  about  whether  ii 
private  enough,  secure  enough  and  reliable  eno 

Merging  Communications  Tools 

aries  are  expanding,  which  means  IT  needs  to  I 
thinking  about  email  less  as  a  silo  and  more  as 
component  of  a  multimodal  communications  s 

Bertolini  notes  that  the  new  generation  of  i 
ployees  clamors  for  instant  messaging  —  and 
not  against  it.  "They  use  it  10  collaborate.  Whi 
have  chat,  they  can  get  things  done  in  real  tin 
also  looking  at  more  v  ideoconferencing,  first  1 
one-to-one  basis  from  desktop  to  desktop,  and 
from  conference  room  to  conference  room,  ai 
into  a  multipoint  video  arraignment  sy  stem  ft 
public  safety  team,  because  it  saves  having  to 
port  the  county's  prisoners  among  facilities. 

Fortunately,  these  communication  mechaii 
will  start  to  merge,  analysts  predict.  Two  to  fi 
from  now,  email  won't  look  tremendously  diH 
but  we  won't  talk  about  it  as  a  stand-alone  toe 
much  as  we  do  today,  says  Radicati.  Instead.  \ 
have  a  communications  dashboard  that  inclui 

These  hubs  will  come  about  thanks  to  new  i 
APIs,  not  only  for  social  media  applications  liki 
book  and  Linkedin,  but  also  for  unified  commi 
tions  protocols  like  Session  Initiation  Protix'ol  ,1 
Extensible  Messaging  and  Presence  Protocol  (! 

Forrester's  Koplowitz  concurs.  "Over  the  n 
years,  we  ll  see  greater  integration  across  the; 
Think  about  how  messaging  is  integrated  inti 
—  you  don't  have  to  switch  back  and  forth  be 
they're  all  integrated  together."  he  says,  citing 

tions  and  Notes).  Microsoft  (with  SharePoint 
Yammer)  and  Facebook. 

“We'll  have  a  new  environment  with  new . 
of  communication,”  Koplowitz  predicts.  "Toe 
they're  different  tools,  but  in  the  next  three  ti 
years,  they'll  be  integrated. "  • 

A  Silicoil  Valley-bosed  frei-lam  r  writer.  Bali 
is  0  freauem  Computerworld  nnilriliiilur. 
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■Peopte  keep  email  in  their  inbox  the  same  way  they 
keep  files  on  their  desktop,  to  keep  them  handy.  They 
send  the  same  file  back  a^  forth  as  an  attachment 
until  you  have  lo  veisians  that  you  have  to  store." 

For  Oakland  County's  Bertolini,  management  is 

Outlook’s  .pst  backup  files  when  they  get  too  big.  At 
least,  he  says,  when  those  files  get  too  laige,  they  start 
to  generate  error  messages.  “We  find  out  about  it  when 
[useisl  have  a  problem,"  Bertolini  says  with  a  sigh. 

"In  one  case,  we  discovered  thousands  of  emails 
dating  back  to  2001,"  Bertolini  recalls.  “And  the  real 
problem  is  that  most  of  them  dealt  with  trivia  like 
meeting  for  hincfa.  There’s  a  cost  to  maintaining  and 

ITs  falsest  emaibrelated  burden  is  simply  upCime, 
says  RadkatL  ~rhe  overriding  concern  for  IT  is  making 


Email  bi  the  aoud 

So  what’s  rr  supposed  to  do?  Certainly,  the  doud 
oSers  one  of  several  ways  to  view  email  difierently. 
Radkati  is  optimistic  about  email  in  the  doud.  “It’s 
absahitelythewaytogo,’shesxys.“Alotafdoud- 
based  email  providers  have  archiving  and  compliance 

you  can  purchw  them  as  an  additional  capability." 

In  riailvwH  County,  Bertolini  is  investigating 


using  Microsoft  OflSce  365  in  the  doud.  “There’s  still 
a  cost  assodated  with  storage,  but  part  of  our  KOI 
analysis  will  be  comparing  the  cost  of  storage  in  the 
doud  versus  letting  people  keep  more  email,"  be  says, 
adding  that  he’s  wotried  that  if  “you  give  them  more 
storage,  they  will  fill  it  up." 

But  he  aim  sees  other  advantages.  “If  I  can  host 
email  externally  and  still  have  the  safety  and  security 


the  foog  term.  We’d  need  two  to  three  people  to 
manage  Microsoft  Exchange,  but  if  I  go  to  the  cloud, 
I  don’t  need  those  people.  And  in  three  or  four  years, 
Tm  not  replacing  my  mail  servers." 

Still,  questkros  remain.  “A  lot  of  IT  departments 

’’  itbecloud,"Radicati 

says,“bi 

private  enough,  s( 

MenBing  communications  Tools 

Like  many  systems  IT  has  to  deal  with,  email’s  bound¬ 
aries  are  expandii^  which  means  IT  needs  to  begin 
thinking  abM  email  less  as  a  silo  and  more  as  one 


i  that  the  new  generation  of  em¬ 
ployees  clamors  for  instant  messaging  —  and  he’s 
not  against  it.  “They  use  it  to  collaborate.  When  they 
have  chat,  they  can  get  thii^  done  in  teal  time."  He’s 

also  looking  at  more  videoconferencing,  first  on  a 
^  basis  ifom  desktop  to  desktop,  atxl  then 


puMk  safety  team,  because  it  saves  having  to  trairs- 

port  the  county's  prisoners  among  fodlities. 

Fortunately,  these  communication  mechanisms 
will  start  to  meige,  analysts  predict.  Two  to  five  years 
from  now,  email  won’t  look  tremendously  difierent, 
but  we  won’t  talk  about  it  as  a  stand-alone  tool  as 
much  as  we  do  today,  says  RadicatL  Instead,  we’U 
have  a  communications  dashboard  that  includes 

eirrail,  instarrt  rrressagir^  arrd  social  media. 

These  hubs  will  come  about  tharrks  to  new  open 
APIs,  not  orrly  for  social  media  apphcatkxis  like  Face- 
book  and  Linkedltr,  but  also  for  irtrified  cornttrurtka- 
tions  protocols  like  Session  Irritiatioo  Protocol  (SIP)  and 
Fvtensihlp  Messaging  and  Preseitce  Protocol  (XMI¥). 

Forrester’s  Kophrwltz  concrrrs.  “Over  the  next  few 
years,  we’ll  see  greater  irrtegration  across  these  tods. 
Thitrk  about  bow  messagirrg  is  integrated  irrto  Gtrrail 
—  you  don’t  have  to  swi^  back  ar^  forth  because 
th^’te  all  itrtegrated  together,"  he  says,  cititrg  similar 
functionality  in  systertrs  from  IBM  (with  Connec- 
tkns  and  Notes),  Mkiosoft  (with  SharePoint  and 
Yammer)  and  Facebook. 

“Well  have  a  rtew  errvirontrtettt  with  new  aspects 
of  communication,"  Kopfowrtz  predicts.  “Today 
they’re  difietem  tools,  but  in  the  next  three  to  five 
years,  they’ll  be  irrtegrated."  ♦ 

A  Silicon  Valky-lxised  frtAmce  writer,  Rlldain 
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Climate  change  is  causing  some 
IT  leaders  to  consider  relocating, 
or  at  least  hardening,  their 
facilities,  by  arielle  emmett 


G 


IVEN  THE  DIRE  WARNIN6S  about  climate  change,  some  busi¬ 
ness  leaders  and  IT  professionals  ate  pondering  this  question: 
How  should  data  center  maiugers  handle  the  crop  of  so<alled 
too- and  even  500-yeat  storms,  coastal  floods  and  other  ecolog¬ 
ical  disasters  that  climatologists  predict  are  heading  our  way? 
Some  experts  suggest  that  managers  of  mission-critical  data 

_  centers  simply  need  to  harden  their  existing  facilities,  other 

observers  say  data  centers  need  to  be  moved  to  higher  ground,  and  a  third 
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One  thing  is  certain,  experts  say:  Fete  IT  organisations  —  e\en 
those  that  suffered  oi  narnmlv  escaped  damage  during  recent 
niajor  storms  -  arc  thinking  king  term.  Most  IT  leaders  are,  if 
ans  thing,  taking  the  path  of  least  resistance  and  least  expense. 

For  instance,  the  response  to  Hurricane  Sandy,  on  the  East 
Coast  at  least,  “is  nothing  more  than  hardening  existing  data 
centers."  says  Peter  Sacco,  founder  and  president  of  PTS  Data 
Center  Solutnms.  a  data  center  design  and  inanaget^  co«iul 
tanev  in  Franklin  Lakes.  N.).  On  the  other  liand,  he'says,  the  fact 
that  most  computers  are  netveorked  these  days  de-emphasizes 
“the  importance  of  am  single  data  center." 

Iiiternap.  an  IT  infrastructure  colocation  company,  is  strength¬ 
ening  Its  most  at-risk  facilities,  including  the  building  at  75  Broad 
St.  in  lower  .Manhattan  that  lloodetl  after  Sandv  hit.  During  the 

gallon  resetre  fu^l  latik  on  a  higher  floor  to  keep  sersers  running. 

“No  one  expected  Sands  to  become  as  catastrophic  as  it  seas." 
sas  s  Steve  Orchard.  Imernap  s  senior  vice  president  of  develop¬ 
ment  and  operations.  Between  Sandy  and  aotts  Hurricane  Irene, 
“we  re  seeing  a  trend  that  s  a  little  alarm- 
■  ing."  he  adds. 

building  a  t^v  data  center  m  Secaucus, 

N.).  —  outside  the  flood  plain.  "We  take 
c  Innate  change  verv  seriotislv.  and  it 


Orchard  savs. 
lullmvtxl  bv  Custa 


The  company  holds  drills  for  hurricanes  and  other  types  of 
storms  every  year  “to  get  better  at  responding,”  Israel  says.  "One 
of  the  things  w  e  quickly  recognized  was  how  effective  a  dis¬ 
persed  workforce  can  be.  Our  employees  can  do  a  lot  more  things 
from  remote  kxrations,  and  that  has  served  us  very,  very  well." 

Yet  not  everyone  seems  to  have  absorbed  the  message  to  take 
heed.  IT  shops  in  both  Europe  and  the  northeasterti  United 
States  seem  to  cling  to  the  idea  that  superstorms  are  nonrepeat- 
able  freaks  of  nature.  In  some  cases,  even  among  those  affected 
by  major  storms,  vigilance  plays  a  game  of  chicken  with  artful 
forgetfulness  as  managers  set  IT  priorities. 

Ignorance  Isn’t  Bliss 

“What  was  peiwhwl  as  a  sate  area  before  may  not  be  imw."  sa>s 
Rakesh  Kumar,  a  data  center  and  infrastructure  aiulvst  at  Gartner. 
He  cites  freezing  temperatures,  coastal  fltxiding  and  other  unpre¬ 
dictable  wvatlier  e\em.s  in  Europe,  and  notes  that  tsunamis  arc  a 
cor;cern  in  Asia.  “Until  we  have  a  major  data  outage,  tliough.  most 
clients  are  not  calnilating  for  risk  or  change:  the\  re  turning  a 
blind  c>’e  to  it.'” Kumar  sas-s. 

He  savs  that  many  of  his  European  and 
U.S.  clients  are  in  favor  of  doing  thorough 


na  and  Rita 


2005, 


into  the  Gulf 
Coast  w  ith  sikli  ierodtv  that  IT  cxecu- 
ti\e>  at  Eiuergs.  a  Sio  billion  dectrical 
p«mer  c'imipanv  w  ith  15.000  enipUnees. 
abandoned  the  kiea  <if  a  single  data  ceniei 
in  the  -V'S'  OrleanN  area. 

Belore  Katrina  hit.  Liitergv.  ^^hlfh 


ourflmploywscando 
a  lot  more  th^  from 
remote  locations,  and 
that  has  served  us 
very,  very  well. 


piiiv  idc*.  bnih  iiiii  lejr-  and  Inssll-fvicl-gcn- 
crauxl  cIcclrKitv  tci  z.b  million  ciiiloni- 
ers.  had  ilv  torporaie  Iwadqiiarters  in  .New  Orleans  an 


our  getieraror  and  kcx*p  topping  it  off. ' 

Bv  w  inter  2006.  the  companv  dicidtxl  to  create  two  mirror- 
image  data  centers  in  laikson.  .Miss.,  and  Liiile  Rock,  Ark.  In 
Little  Rtxk.  the  companv  reitofiiled  an  old  library  w  iih  sturdy 
brick  walls,  mov  mg  hardware  and  critical  applicalions  from  New 
Orleans  piexe  bv  piece  to  ilie  backup  facilitv  bv  200S. 

Finallv.  bv  aoio.  Emerge  lud  completed  a  brand-new  Sjo 
million  lacksun  data  tenter.  The  companv  ktad-balances  several 
sv stems,  including  email,  between  ilie  two  facilities.  Israel  says. 
".Moving  applications  from  New  Orleans  involved  quite  a  cho- 
rcxigrapfiv  plan.  Subsequent  10  Katrina.  weVe  had  [major]  storm 
events,  including  ice  storms  in  Little  Rtxk.  But  I  no  lunger  have 
to  hold  me  breath."  she  says. 


pinactivclv.  lie  says.  At  least  in  theory. 

Even  now.  months  after  Sandy,  most 
East  Coast-based  companies  aren't  taki 
steps  to  relixatc  their  data  cent! 
sav.  "They  re  expanding  in  the  s 
lixations:  ihev  re  not  even  thinking  about 
mov  ing, ■'  says  Neil  Sheehan,  a  data  center 
architect  and  ptiiicipal  of  Sheehan  Part¬ 
ners,  a  Chicago-based  archheciure  firm. 

In  fact,  he  .says,  "we  are  looking  for 
expansion  for  our  clients  in  New  Jersey 
right  near  the  coast,  jnearj  sites  that 

ar-Bood  levels,  data 
III  determine  the  ideal 
xcurs.  happens  in  the 


cemer  arehitects  c. 
height  of  first  floors,  so  that  flooding,  if  it  e 
parking  lot  and  not  in  the  data  centet  itself 

Some  ate  doing  more  than  paying  lip  service  to  the  idea  of 
preparing  for  disaster.  In  lower  .Manhattan,  at  140  W'est  St.,  a 
Verizon  switc  hiiig  cemer  fell  the  full  force  of  Sandy's  flixiding. 
Five  sub-basement  levels,  including  a  Verizon  cable  vault,  were 
submerged.  Technicians  struggled  to  mount  emergency  genera¬ 
tors  and  pump  water  oul  through  elevator  shafts. 

Since  then.  Verizon  has  had  to  extract  150  tons  of  damaged 
copper  cable  from  lower  Maiihatiaii  streets,  its  central  office, 
headquarters  and  customer  sites,  replacing  v  irtually  all  of  it  with 
weatherproof  fiber  cable  protected  in  conduit.  “If  you  take  a  [iber- 
opiic  cable  and  lay  it  in  your  bathtub,  it  probably  will  still  work; 
fiber  is  submersibie."  says  Chris  Kimm.  vice  president  of  global 
customer  assurance  for  Verizon  Enterprise  Solutions. 

By  replacing  elcxtrical  infrastructure  and  bringing  it  up  to 
higlier  floors,  the  carrier  was  able  10  get  its  own  central  office 


ire  10  floors  that  once  lioused  lei 


al  iiifra- 
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One  thing  is  certain,  experts  s*y;  Few  tr  oiganiMtioiis  —  evMi 
those  that  suBeted  or  nanowiy  escaped  damage  during  recent 

mjjnr  storttis  —  ate  thinking  long  term.  Most  IT  leaders  are,  if 

anything,  taking  the  path  of  least  resistance  and  least  expense. 

for  instance,  the  response  to  Hurricane  Sandy,  on  the  East 
Coast  at  least,  “is  nothing  more  than  hardening  existing  dau 

centers,"  says  Peter  Sacco,  founder  and  president  of  PTS  Data 


Intemap.  an  IT  ittfiastructuie  colocatioo  company,  is  strength¬ 
ening  its  most  at-risk  facilities,  including  the  building  at  75  Broad 

St.  in  lower  Manhattan  that  flooded  after  Sandy  hit.  During  the 
storm,  fuel  pumps  shut  down  and  Intemap  switched  to  a  1,200- 

gallon  leserw  fuel  tank  on  a  higher  floor  to  keep  servers  tunning. 

"No  one  expected  Sandy  to  become  as  catastrophic  as  M  was," 

says  Steve  Orchard,  Interoap  s  senior  vice  president  of  develop¬ 
ment  and  operations.  Between  Sandy  and  aoii's  Hurricane  Irene, 
'we're  seeing  a  trend  that's  a  little  alarm¬ 
ing."  be  adds. 

building  a  new  data  center  in  Secaucus. 

N.I.  —  outside  the  flood  {daim  "We  take 
climate  change  very  seriously,  and  it 
does  factor  i«o  our  new  site  selection," 

Orchard  says. 

Hurricanes  Katrina  and  Riu  in  200$. 
follosved  by  Gustav  and  Ike  (2008)  and 
Isaac  (2012),  slammed  into  the  Gulf 
Coast  with  such  ferocity  that  IT  execu¬ 
tives  at  Entergy,  a  $10  billion  electrical 
power  company  with  15,000  employees, 
abandoned  the  idea  of  a  single  daU  center 
in  the  New  Orleans  area. 

Before  Katriiu  hit,  Entergy,  which 
provides  both  nuclear-  and  fossil-fuel-gen- 
erated  electricity  10  2.8  million  custom¬ 
ers,  had  its  corporate  headrpiarters  in  New  Orleans  and  a  single 
dau  center  in  Gretna.  La.,  just  across  the  Mississippi  River  from 
dosvntown  New  Orleans. 

"We  knew  the  dau  center  was  in  the  storm's  way,  and  we 
made  a  decision  after  that  evem  to  move  the  dau  center  because 
we  were  holding  out  breath."  says  lill  Israel,  Entergy's  CIO.  ~V/e 
didn’t  have  flooding  in  the  immediate  area  of  our  daU  center,  but 
there  was  no  power,  our  lines  were  dosvn  and  we  had  to  run  on 
our  generator  and  keep  lopping  it  off." 

By  svinter  2006,  the  company  decided  to  create  two  mirror- 
image  dau  cemets  in  Jacks^  Miss.,  and  Little  Rock,  Ark.  In 
Little  Rock,  the  company  retrofitted  an  old  library  with  sturdy 


Orleans  piece  by  piece  to  the  backup  facility  by  2008. 

Finally,  by  2010,  Entergy  had  completed  a  brand-new  $30 
millioo  Jackson  dau  center.  The  company  load-balances  several 
systems,  induding  emaiL  between  the  two  facilities,  Israel  says. 
“MovingappUcatioosftomNewOrleansinsolvedquiteaclio- 
leograpliy  plan.  Subsequent  to  Katrina,  we've  had  [major]  storm 
events,  including  ice  storms  in  Little  Rock.  But  1  no  longer  have 
to  hold  my  breath,"  she  says. 


The  company  holds  drills  for  hurricanes  and  other  types  of 
storms  every  year  “to  get  better  at  responding,"  Israel  says.  "One 
of  the  things  we  quickly  recognized  was  how  effective  a  dis¬ 
persed  workforce  can  be.  Our  employees  can  do  a  lot  more  things 

from  remote  locations,  and  that  has  served  us  very,  very  well.” 

Yet  not  everyone  seems  to  have  absorbed  the  message  to  take 
heed.  IT  shops  in  both  Europe  and  the  northeastern  United 
Sutes  seem  to  cling  to  the  i^a  that  superstorms  are  nonrepeat- 
aUe  beaks  of  nature.  In  some  cases,  even  among  those  aS^ed 
by  major  storms,  vigilance  plays  a  game  of  chicken  with  artful 
forgetfulness  as  managers  set  IT  priorities. 

Ignorance  Isn’t  Bliss 

"What  was  perceived  as  a  safe  area  before  may  not  be  now,"  says 
Rakesh  Kumar,  a  dau  center  and  infrastructure  analyst  at  Gartner. 
He  cites  freezing  temperatures,  coastal  flooding  and  other  unpre¬ 
dictable  weather  events  in  Europe,  and  notes  that  tsunamis  ate  a 
concern  in  Asia.  “Until  we  have  a  major  dau  outage,  though,  most 

clients  ate  not  calculating  for  risk  or  change;  they're  tumii^  a 
blind  eye  to  it,"  Kumar  says. 

He  says  that  many  of  his  European  and 
U.S.  clients  are  in  favor  of  doing  thorough 
long-term  risk  assessments  and  thinking 
proactively,  he  says.  At  least  in  theory. 

Even  now,  months  after  Sandy,  most 
East  Coast-based  companies  aren't  taking 
steps  to  relocate  their  daU  centets,  experts 
say.  “They're  expanding  in  the  same 
locations;  they're  not  even  thinking  about 
moving,”  says  Neil  Sheehan,  a  data  center 
architect  and  principal  of  Sheehan  Part¬ 
ners.  a  Chicago-based  architecture  firm. 

In  fact,  he  says,  “we  are  looking  for 
expansion  for  our  clients  in  New  Jersey 
ri^t  near  the  coast,  [near]  sites  that 
flooded."  Sheehan  says  with  proper 
surveys  of  500-year-flood  levels,  data 
center  architects  can  determine  the  ideal 
height  of  first  floors,  so  that  flooding,  if  it  occurs,  happens  in  the 
parking  lot  and  not  in  the  data  center  itselL 

Some  are  doing  more  than  paying  lip  service  to  the  idea  of 

preparing  for  disaster.  In  lower  Manhattan,  at  140  West  St.,  a 
Verizon  switching  center  felt  the  full  force  of  Sandy's  flooding 
Five  sub-basement  levels,  iiKluding  a  Verizon  cable  vault,  were 
submerged.  Technicians  struggled  to  mount  emergency  genera¬ 
tors  and  pump  water  out  through  elevator  shafts. 

Since  then,  Verizon  has  had  to  extraa  150  tons  of  damaged 
copper  cable  from  lower  Manhattan  streets,  its  central  office, 
headquarters  and  customer  sites,  replacing  virtually  all  of  it  with 
weatherproof  fiber  cable  protected  in  conduit.  "If  you  take  a  fiber¬ 
optic  cable  and  lay  it  in  your  bathtub,  it  probably  will  still  work; 
fiber  is  submersible,"  says  Chris  Kimm,  vice  president  of  global 
customer  assurance  for  Verizon  Enterprise  Solutions. 

By  replacing  electrical  infrastructure  and  bringing  it  up  to 
higjver  floors,  the  carrter  was  able  to  get  its  own  central  office 
back  online  in  about  a  week. 

Some  customers  are  following  suit  —  moving  critical  infra¬ 
structure  to  floors  that  oiKe  housed  rentable  office  space.  And 
some  are  deploying  new  services,  Kimm  says,  including  mobile 


and 

that  has  served  us 
very,  very  well. 
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their  empkiyees  to  woik  reoMttly.  Othm  are  reroute 
tdecotn  and  data  networks.  “We  even  have  some  buildings  that 

landlocds  have  to  redo,  converting  them  from  business  locations 
to  residences  and  deploying  wireless  services,"  says  Kimm. 

Even  given  all  the  damage,  however,  Verizon  isn't  consider¬ 
ing  moving  its  switching  centeis  to  a  less  Sood-prone  location. 

evaluation  of  what  all  the  risks  are,"  be  says.  "We  haven't  gotten 
final  solutions,  but ...  you've  got  until  [hurricane  season  starts  in) 
midsuinmer  before  you  have  a  signified  risk  of  a  future  event.' 

lessons  LeaumMi? 

The  impact  of  dimate  change  and  storms  like  Katrina  and  Sandy 

remains  difficult  to  calculate.  Not  even  dimatologists  can  predict 
the  Stequeocy  of  extreme  weather  events  as  ocean  levels  a^ 
tenqtetatures  rise.  But  in  the  U.S.,  places  such  as  Manhattan, 

Long  Island,  New  leney,  Miami,  Virginia 
Beach.  Boston,  Washington,  D.C.,  and 
even  Seattle  and  San  Diego  are  expected 
to  see  increased  coastal  fiooding 
‘I  think  it’s  absolutely  compelling  to 
look  at  the  impact  of  recent  storms,  and 
also  to  look  at  statistics  that  show  there 
have  been  more  natural  [severe]  weather 
events,  whether  that’s  related  to  global 


Though  Sandy  may  have  been  a 
wake-up  call  for  major  dau  centets  in 
the  New  York  area  to  take  some  steps 


per  cabinet  Customeis  can  use  its  facilities  as  either  primary  or 
secondary  data  centers,  and  the  price  is  still  cheaper  than  building 
redundant  bcilities  oo  their  own,  says  Zack  Maigolis,  vice  presi¬ 
dent  of  sales,  marketing  and  business  development  at  Cervalis. 

Of  couise,  not  all  businesses  can  afford  that  level  of  protection, 
and  some  small  opetatioos  might  not  recognize  the  importance  of 

means  of  ensuring  business  continuity,  such  as  virtualized  clouds 

Moreover,  many  businesses  still  cling  to  major  cities.  “Manhat¬ 
tan  will  still  be  in  high  demand  because  it  is  an  interconnection 
hub  to  the  United  States,”  says  Michael  Levy,  a  daU  center  colo¬ 
cation  analyst  at  451  Research.  Further,  financial  companies  still 
want  to  "touch  their  data"  and  have  it  neat  the  center  of  trading 
action  because  they’re  concerned  about  latency,  even  thou^ 
that’s  not  an  issue  with  fiber-connected  facilities,  even  if  they’re 
in  remote  locations. 


tioos  —  moving  out  of  the  city  entirely, 
fiir  example,  or  developing  redundant 
and  geognphkally  separate  facilities,  or 
opting  far  third-party  disaster  recovery 
and  cloud  solutions. 


»  aworliarnnssciHetittlwhinunmtlieVarfaeabuHdltinllanlattanMfawlin 
HrerioM  Sandy  MlMv.  1. 1012.  ne  carrier  was  aMc  fa  tet  itf  ceMral  omcc  back  oiiHiic  fa 
atetawaefchyraHacii^electrtcallnfiasti«cfareaadbila^lH«pfalil»ernners. 


Some  laiger  IT  organizations  are  looking  at  ahernative  locations 
lor  data  center  operations,  says  Grogan.  “Muhi-tetiaot  data  center 
operators  in  Atlanta,  Vuginia  and  other  facations  [are]  seeing  an 

Many  businesses  that  can  afford  disaster  recovery  sohitioos 
are  considering  turning  to  companies  such  as  Cervalis  for  hosted 
systems  in  secure  multi-Cenam  facilities  outside  major  cities.  An 
IT  infrastructure  provider  with  more  than  zoo  laige  corporate 

in  upstate  New  York,  Passaic  County,  N.)..  and  Fairfield  County, 
Conn.,  all  a  safe  distance  from  Booi^ilains. 


Overall,  Kumar  insists,  too  few  IT  leaders  are  taking  the  signs 
of  weather  and  climate  change  seriously  enou^.  “We  have  had 
cases  of  coastal  [flooding]  where  climate  chai^  has  become  an 
issue,"  be  says.  “In  London  and  Germany,  the  winters  seem  to  be 

gettii^  sli^ttly  worse;  we’ve  had  cases  of  component  failure — 
small  bits  of  electrical  equipment  freezing  up." 

Despite  all  of  that,  most  IT  managers  still  aren’t  willing  to 

mention  risk  assessments,  [Gartner  clients]  say,  ’Great  point, 
we’ll  get  engineering  to  complete  a  report,”’  says  Kumar.  “But 
two  months  later,  it’s  still  at  the  bottom  of  the  to<lo  pile."  ♦ 
EdHWtt  is  0  prajnsor  (^journalism  and  runs  0  tedmology-jbcused 

in  New  York.  Pennsylvania  and  Beijing 
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Firewall  Audit  Gets  Prioritized 


Amir  hrfwalls  jusl  mut'd  up 
tin  niy  liM  cil  prkirilkt.  I  he 

imidcnt  ihat.  fortunatelv. 
Hasn't  as  bad  as  it  tinild  have  been. 

ArtMind  the  wotid.  »r  have  iisct  bo 
individual  fitttsalls.  We  useatt-nirab 

and  baseline  iiMifigutaii un  bul  it's  Mill 
itnportani  Iti  audit  even  htessall  lo  tratk 
dow  n  the  iiK'viiable  intonsisieiKkrs.  \S'e 
had  scheduled  that  audit  hit  laiet  this 

ning  to  do  it  much  soonet. 

Last  week,  w-hile 
ttoubleshtiotmg  a 
ptobleni  w  iih  network 


decided  to  monitot  ihe  ttaffic  leaving  tlie 
office.  Bad  news:  The  Ktewall  and  luuter 
logs  showed  a  massive  amount  of  ttaffic 
destined  for  a  single  host  in  Vietnam. 

The  traffic  originated  from  hundreds 
of  externally  addressable  IPaddtesses  on 
out  internal  network.  This  was  highiv 

IP  addresses  for  our  protected  network. 

I  assembled  our  crisis  action  team, 
since  it  looked  as  if  w  e  had  been  hit  by 


a  distrilMited  deiiial-of-service  (DDoS) 
attac  k.  Of  course,  we  immediately  modi- 
lied  the  firewall  rules  to  bkick  access  to 
the  destination  IP  address.  Next,  we 
enabled  antispixifing  rules  on  the  affected 
firewall  interface  to  bltx  k  traffic  originat¬ 
ing  from  public  IP  addresses  on  our  inter- 
lul  iK'twotk.  Tlwn.  we  enabled  anti-DDoS 
I  pntfik's  lot  tlw  firewall,  allowing  us  to 
I  control  traffic  IIihkLs  and  set  a  maximum 
number  of  coiKura'iit  sessions.  Tlwse  last 
;  two  configurations,  bv  theway.  should 
have  already  been  enabled  —  but  more  on 
that  later. 

We  tracked  dow  n 
the  affected  dev  ice  hy 
local, ngtheswitchpirt 


enlerprise<Uss  server  that  an  R&D  en¬ 
gineer  had  attached  lo  the  Ethernet  pon 
ai  his  desk  --  which  b  a  ni>-no.  We  used 
administrative  access  to  install  Et»Case,  a 

and  lound  sontething  consistent  with 

I  as  opening  t<xinec  tions  to  a  server  in 
I  Vietnam  fnim  multiple  spoofed  IP  ad- 
;  da'ssc’s.  Thai  sure  fit  the  facts  of  our  case! 
We  disabled  the  malicious  serv  ice  at 
tMK'e.  and  what  dtJ  vou  kiKiw  —  the  mali¬ 


As  soon  as  we  disabled  the  malicious  service, 
the  malicious  traffic  went  away. 


cious  traffic  went  away.  That  done,  we 
moved  on  to  a  more  thorough  forensic 
examination.  By  sniffing  the  network 
traffic  that  had  originated  from  the 
infected  server,  we  found  that  there  ha 
been  no  data  loss  or  unauthorized  acce 
Those  had  been  my  real  worries. 

Running  a  companywide  inventory, 
we  found  that  same  malware  on  some 

in  our  corporate  office.  Luckily,  none  o 
those  resources  had  been  as  complete!' 
compromised  as  the  first  machine. 

Preventing  Future  Incidents 

With  the  damage  contained.  I  drew  up 
a  list  of  action  items.  For  one  thing,  it'i 
apiparent  that  we  need  to  review  our 
firewalls  to  ensure  that  basic  configur. 
tion  settings  such  as  antispoofing  and 
anti-DIXiS  are  enabled.  But  I  also  wan 
to  look  into  why  our  security  incident 
event  monitoring  (SIEM)  tool  didn't  al 
us  that  a  server  was  communicating  w 

also  makes  clear  that  we  need  to  addn 
some  inconsistencies  in  our  endpoint 
prolrx  tion  compliance,  since  the  infec 

latest  pattern  files.  Finally,  we  recenti; 
enabled  souk-  advanced  malware  dete 
tion  capabilities  that  are  supposed  to 
evaluate  all  downloaded  executable  fil 
and  run  them  in  a  sandbox  environnn 
to  (k'terniine  whether  they  are  malk  ii 
in  nature.  I'd  like  to  find  out  where  th 
breakdown  in  that  technology  occurn 
But  my  No.  l  priority  is  that  firewal 
audit.  Tin  sure  that  in  addition  to  som 
basic  interface  configurations,  there  a 
gaps  in  tlic  firewall  rules  base.  •  ^ 

set  uriiy  muiiuger.  “Mathias  Thurman  ” 
u'lmse  riurne  and  employer  lime  been 
disgui.'a'd  /or  obvious  leosons.  Conlofl  birr 
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Firewall  Audit  Gets  Prioritized 

After  a  DDoS  attack  is  discovered  by  chance, 
the  audit  can  no  longer  wait  until  later  in  the  year. 


Acommehehsive  audit  of 

our  firewalls  just  moved  up 
on  my  list  of  priorities.  The 
urgency  arises  from  a  recent 
incident  that,  fortunately, 
wasn't  as  bad  as  it  could  have  been. 

Around  the  world,  we  have  over  6o 
individual  firewalls.  We  use  a  central¬ 
ized  platfirrm  fiir  managing  the  rules 

important  to  aiidK  every  firewall  to  track 
dom  the  inevitable  inconsistencies.  We 
bad  scheduled  that  audit  lor  later  this 


Last  week,  while 
troubleshooting  a 
problem  with  network 
performance  at  a  large 
overseas  office,  our  network 


logs  showed  a  massive  amount  of  trafik 
destined  for  a  single  host  in  Vietnam. 

The  traffic  originaled  from  hundreds 
of  externally  addressable  IP  addresses  on 
our  internal  network.  This  was  highly 
suspicious,  since  we  use  internal  private 
IP  addresses  for  our  protected  network. 


a  distributed  denial-of-service  (DDoS) 
attack.  Of  course,  we  immediate  modi¬ 
fied  the  firewall  rules  to  block  access  to 
the  destination  IP  address.  Next,  we 
enabled  andspoofing  rules  on  the  afiected 
firewall  interface  to  block  traffic  originat¬ 
ing  from  public  IP  addresses  on  our  inter¬ 
nal  network.  Then,  we  enabled  anti-DDoS 
profiles  (or  the  firewall,  allowing  us  to 
control  traffic  floods  and  se,  a  maximum 
number  of  concurrent  sessions.  These  last 
two  configuratiofis,  by  the  way,  should 
have  already  been  enabled  —  but  mote  on 


ckxis  traffic  went  away.  That  done,  we 
moved  on  to  a  more  thorough  forensic 
examination.  By  stuffing  the  network 
traffic  that  had  or^inated  from  the 

infected  server,  we  fouixl  that  there  had 
been  no  data  loss  or  unauthorized  access. 
Those  had  been  my  real  worries. 

Running  a  companywide  irrventory, 
we  fixind  that  same  malware  on  some 
other  overseas  machines,  arrd  on  sottre 
in  our  corporate  office.  Luckily,  none  of 
those  resources  had  been  as  completely 
compromised  as  the  first  machine. 

Preventing  Future  incidents 

With  the  damage  contained,  1  drew  up 
a  list  of  action  hems.  For  one  thing,  it’s 
apparent  that  we  need  to  review  our 
firewalls  to  ensure  that  basic  configura¬ 
tion  settings  such  as  antispoofing  and 
anti-DDoS  are  enabled.  But  I  also  want 

to  look  into  why  out  security  incident 

event  monhoring  (SIEM)  tool  didn't  alert 
us  that  a  server  was  communicating  with 


administrative  access  to  install  EnCase,  a 
forensic  examination  tool,  on  that  server 
and  found  something  consistent  whb 
malware  that  was  previously  identified 
as  opening  connections  to  a  server  in 
Vietnam  fiom  multiple  spoofed  IP  ad¬ 
dresses.  That  sure  fit  the  facts  of  our  case! 

We  disabled  the  malicious  service  at 
I  oixie,  and  what  do  you  know  —  the  mali- 


Assoonasvvedisabledthemalidousservi^ 

themalicioiistiaffkvMiitaw^ 


evaluate  all  downloaded  executable  hies 
and  run  them  in  a  sandbox  envirtmment 
to  determine  whether  they  are  malicious 
in  nature.  I'd  like  to  find  out  where  the 
breakdown  in  that  technology  occurred. 

But  my  No.  t  priority  is  that  firewall 
audh.  I'm  sure  that  in  addition  to  some 
basic  interface  con%uratioos,  there  are 
gaps  in  the  firewall  rules  base.  ♦ 

TWs  week's  joumol  is  wrirten  1^  0  reol 
security  miinoger.  “Mathias  Thannan,'’ 
whose  name  and  employer  hove  been 
disguised  ^  obvious  reasons.  Conroct  him 
at  mathias_thunnan@yahooxom. 
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Unresponsive  Suppliers 
Might  Not  Be  That  Into  You 


You  can  do 
somethings 
to  make  your 
organization 
more  attractive 
to  suppliers. 


managing  panner 
at  Louisville.  Ky.- 


based  Leverage 
Partners,  which  helps 
organizations  invest 


YOU  WOULD  THINK  that  in  tough  economic  times,  it  would  be  easy 
to  hire  a  supplier  of  almost  any  IT  product  or  service.  And  if  your 
enterprise  is  a  name-brand  behemoth,  it  probably  is  easy.  But  small¬ 
er  fish  can’t  always  get  supphers  to  provide  product  information,  re- 


RFI/rUFP  tx  deliver  adequate  support. 


that  competitofs  with  current  o 
understand  your  environment  and  need  to  make 

fewer  assumptions.  And  proposals  based  on  incor¬ 
rect  assumptions  won't  address  actual  needs. 

■  Mahiliwim/lire  proem  ostar.  While 
formal  RFI/RFP  processes  increase  the  likelihood 


rather  than  collusion  between  buyer  and  supplier. 

things  difficuk.  Find  a  go^  balance. 

A  year  after  issuing  an  RFP  for  an  ERP  system, 
one  organizatioo  concluded  that  all  the  responses 


tunately,  its  procurement  rules  barred  employees 

from  speaking  directly  to  potential  suppliers. 

which  languages  prrxhicts  supported  through 
websites  and  third  parties.  An  already  slow 
process  got  slower,  and  everyone  was  frustrated. 

An  overly  structured  RFP  template  can  also  be 
trouble.  A  governmem  agency  released  a  68i>age 
RFP.  The  problem  statement  took  two  pages,  and 
the  RFP  contained  regulatory  inhxmation,  forms. 


Many  qualified  suppliers  didn’t  respond  at 


most  of  those  that  did  failed  to  describe  bow  they 

would  address  the  agency's  needs. 

tions  release  multiple  RFIs/RFPs  but  rarely  award 
contracts.  Over  time,  suppliers  drop  away,  con¬ 
vinced  that  they  will  spend  a  lot  of  time  preparing 
a  response  with  no  possibility  of  wirmir^  bigness. 

■  P»»  a  fair  prke.  Nobody  wants  to  overpay, 
but  squeezing  suppliers  until  they  can’t  make  a 
profit  is  bad  business.  At  worst,  they  could  go 
out  of  business,  leaving  an  unsupported  ptoducL 
More  typically,  requests  for  additional  services 
at  no  additional  cost  result  in  support  cutbacks. 
Sitree  many  IT  products  are  cortrplex  and  require 
significarrt  after-sale  support,  poor  supplier  service 
can  barm  your  ability  to  fully  utilize  the  product. 

■  yolv  irelgM  dass.  Large  suppliers 
target  large  organizations  that  have  big  bur^ets 


bite  major  suppliers  often  find  they  don't  rei 
the  attention  they  expect.  A  smaller  supplier  that’s 

hungry  for  your  business  is  often  more  responsive. 

I  know  of  one  midsize  company  that  outsourced 
its  dau  center  to  a  large,  weU-known  supplier. 
After  repeated  service  problems,  one  of  the  sup¬ 
plier’s  executives  admitted  that  its  best  stafifors 

were  reserved  for  its  largest  clients. 

In  the  end,  if  you  aren’t  a  Fortune  500  company, 

your  best  bet  may  be  to  go  with  a  smaller  ven^. 
Sure,  h’s  easy  to  get  approval  to  hire  a  house¬ 
hold  name,  but  a  seci^-tier  supplier  may  be 
able  to  dedicate  more  resources  to  you.  You’U  be 
impressed  how  well  things  can  go  with  a  supplier 
that’s  as  invested  in  your  success  as  you  are.  • 
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Why  Does  IT  Want  to  Be  a 
‘Device  Santa  Claus’? 
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AS  A  FUTURIST,  I  pay  attention  to  what  people  pay  attention  to.  As 
an  anthropologist,  I  listen  to  the  stories  people  are  telling  and  are 
being  told.  As  a  Computerworid  opinion  (X)lumnist,  I  am  fascinated 
by  the  inverse:  What  aren’t  we  paying  attention  to,  and  what  stories 


are  not  being  told?  Right  now,  the  essentially 
unremaiked  Wind  spot  of  the  IT  industry  is  that 

the  way  we  buy  technology  has  changed  —  right 
down  to  the  question  of  who  does  the  buying. 

Our  indust^  is  obsessed  with  the  next  big 
thing.  It  is  what  subscription  research  firms  get 
paid  big  money  for.  It  is  wbat  vendor  slide  decks 
are  stufied  full  of.  "What  are  we  buying  now?” 
and  “What  should  we  be  buying  next?”  form  the 

master  narrative  of  out  ecosystem.  But  when  the 
AIIM  Executive  Leadership  Council  recently  con¬ 
vened  in  London,  it  examined  the  hypothesis  that 

the  questions  of  who  buys  and  how  t^  buy  may 

he  as  importam  as  the  question  of  what  we  buy  in 
shaping  the  future  of  IT.  Our  conclusion:  Evolving 
IT  buyir^  behaviors  deserve  much  more  rigorous 


Meanwhile,  at  the  IT  Leadership  Academy,  we 

asked  a  group  of  IT  executives  to  think  about  the 

history  and  the  future  of  IT  ptttchase  behaviors. 

Tribal  eldeis  (IT  executives  who  remember  the 
age  of  punch  cards  and  DEC  VAXes)  observed  that 


ers,  PCs)  progressed  through  a  series  of  stages: 
initiatkm,  contagion,  firrmalization/control  and 
maturity.  Some  of  them  contend  that  these  pat¬ 
terns  will  continue  to  repeat.  They  look  at  the  loss 

with  today’s  disruptive  technologies  —  mnetnoni- 
cally  tendered  as  the  SMAC  stack  (social,  mobile, 
analytics/Wgilata  and  cloud)  —  and  hypothesize 
that  this  is  merely  the  contagion  pattern  repeating 
itself.  This  subset  of  executives  believes  that  after 
a  titne,  a  semWatxx  of  centralized  control  over 


IT  purchases  will  re-exert  itself.  We  termed  this 
group  “The  Pendulum  Will  Swing  Backets.” 

Another  group,  the  “Power  to  the  People” 
ccmtingent,  sees  evidence  of  evolutionary  trends 
that  will  keep  us  from  repeating  that  history. 

They  point  out  that  we’ve  seen  the  fixal  point  of 

buying  shift  from  the  IT  department  to  the  line 

of  business,  and  they  are  not  freaked  out  that 
tcxiay  buying  power  seems  to  be  moving  to  the 

individual. 

Why,  they  wonder,  does  IT  warrt  to  be  in  the 

technology  ptoviskmitig  business?  Do  we  warrt 
to  be  “the  store"  that  all  departments  come  to  for 
their  digital  kits?  As  Barbra  Cooper,  the  recently 
retired  CIO  at  Toyota  Motor  Sales  USA,  remarked, 
oeir^  a  “device  Santa  Claus"  is  not  truly  strategic. 
IT  can  keep  on  fighting  to  be  itKhjded  in  every 
purchase  decision  in  the  company,  she  said,  but  it 
will  term  out  to  be  a  fi^t  without  end.  'The  better 
long-term  strategy  (that  is,  looking  out  five  years) 
is  to  ediKate  business  people  about  how  to  buy 
technology.  As  Cooper  reasoned,  “’The  peo(de 
coming  into  the  company  are  tech-sawy.  They 

some  guy  in  marketing  to  get  himself  a  piece  of 

the  cloud.  As  a  CIO,  you  don’t  have  a  clue  until  it 
is  too  late.” 

The  danger  is  that  most  business  people  are 
not  educated  enough  to  buy  non-toxically.  That’s 

why  Cooper  stresses  education,  with  a  set  of  rules: 
“Here  is  the  sandbox.  Here  are  the  rules  you  have 
to  play  by.  And  when  you  go  outside  those  rrtles, 
here  are  the  consequences." 

I  would  love  to  hear  your  thoughts.  • 


i.  2013 


Are  you  asking  ;|ii!i|i 

enough  of  Big  Data?  l!ill:!l 


i 


f! 


I 

f. 

I 
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BUILT  FOR  THE  ENTERPRISE. 


re  started  w 


enterprise  security,  since  that  was  missing 
in  consumer-grade  tools.  We  added  the  first  ever  app  that 
works  the  way  enterprises  need  to  work— with  one  seamless, 
vith  files  stored  on  premise  or  in  the 
doud.  Then  the  functionaiity  kicked  in:  annotating,  editing, 
and  colaborating  on  perfectly  rendered  files  on  any  device. 
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